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METOAUYECKHE PEKOMEH/JAIIUN
1o 00ecneYeHu0 ¢ NOMOIIbI0 KPUIITOCPEICTB
0€301aCHOCTH MEPCOHAIBHBIX JAHHBIX IIPU UX 00padoTKe
B HH(POPMALMOHHBIX CHCTEMAX MEPCOHATbHBIX JAHHBIX
C HCIOJIb30BAHHMEM CPeICTB ABTOMATU3ALUHT
BBenenue

Hacrosimue Mertoauueckue peKOMEHAANMU 1O 00ECIEUYEHUI0 C TMOMOIIBI0 KPHUIITOCPEICTB
0€30MacHOCTH MEePCOHATBHBIX IaHHBIX MpU UX O00paboTke B HHMOPMALMOHHBIX CHCTEMax
NEPCOHAIBHBIX JaHHBIX C MCIOJIb30BAaHUEM CPEACTB aBTOMAaTH3aluu (Jajee — Meroauueckue
pEeKOMEHalMu) pa3padoTaHbl B COOTBETCTBUM ¢ 1. 2 mocraHoBieHus [IpaButenbcTBa
Poccuiickoit ®@enepanuu ot 17 Hosi06pss 2007 roma Ne 781 «O06 yrBepkaenun llonoxenus o6
obOecrieueHUH OE30MaCHOCTH MEPCOHANBHBIX JAHHBIX MPU X 00paboTke B MH(DOPMALIMOHHBIX
CUCTEMAX NEPCOHAIBHBIX JaHHBIX).

MeToauueckie pEKOMEHIAIMU [pelHa3HAYeHbl JJis ONEepaTopoB U  Pa3pabOTUYMKOB
MH(OPMALIMOHHBIX CUCTEM IE€PCOHANBHBIX JAHHBIX M OXBaTbIBAlOT BOIPOCHI  3aAIMUTHI
MEPCOHAIBHBIX JaHHBIX C TOMOIIBI0 KPUITOCPEICTB.

MeToauyeckuMi peKOMEHJAUSAMU HE00X0JUMO PYKOBOJICTBOBATHCS B CIIy4ae OIpeiesIeHus
orepaTopoM HEOOXOAMMOCTH olecrieueHHss O€30MacCHOCTH TMEpPCOHANBHBIX JaHHBIX C
MCIIOJIb30BAaHUEM KPUIITOCPEACTB (32 MCKIIIOUEHHWEM Cilydyas, KOI/la OIepaTOpOM SIBISETCS
¢u3nyeckoe JMIO, UCHONb3YIOUIee MEepPCOHAIbHbIE JAHHBIE HCKIIOYUTENIBHO JUISl JIMYHBIX MU
CEMEHHBIX HYXJ), a TakKe Mpu oOecreueHuu Oe30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MPHU
0o0paboTke B HH(MOPMAIMOHHBIX CHUCTeMax, OTHeceHHbIX K komnereHiun ®Cb Poccuu. B
YaCTHOCTH, MeTOANYECKUMH pPEKOMEHAAINSIMU HEOOXO0AUMO PYKOBOJCTBOBATHCS B CIIEIYIOMINX
CIIyJasix:

- IpH O0ECcreyeHNH C UCIOJIb30BAaHUEM KPUIITOCPEACTB 0€30MaCHOCTU MEPCOHAIBHBIX JaHHBIX
npu UX o0paboTKe B TOCYAAapCTBEHHBIX MH()OPMAIIMOHHBIX CHUCTEMaX MEPCOHAJIBHBIX TaHHBIX
(wactp 5 @enepanpHoro 3akoHa ot 27 wmrons 2006 roma Ne 149-03 «O6 wunbopmarmw,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U O 3alIUTe HHPOPMALIUNY);

- IpHU HUCHOJIb30BAaHUM KPUITOCPEJCTB JJIsi 00ECIEUeHMs MEPCOHAJIBHBIX JAAHHBIX B CIy4asx,
npeaycMoTpeHHbIX 1. 3 [TosnoxxeHus o pa3paboTke, IPOU3BOJICTBE, peau3alii U SKCILTyaTalluu
mu@poBanbHbIX (Kpunrorpapudeckux) cpeacts 3amutbl uHGopmanuu (Ilonoxenue I1K3-
2005).

Hacroamme Meronuueckue pekOMEHAAMM HE PacHpOCTPaHSAIOTCS Ha MHGOpPMaIMOHHBIE

CUCTEMBI IEPCOHANIBHBIX JAHHBIX, B KOTOPBIX:

- NEepCOHAJIbHBIE JaHHbIe 00pabaThIBAIOTCS O€3 UCIOIb30BAaHUS CPEACTB ABTOMATU3ALINN;

- 00pabaThIBalOTCSl TEpPCOHAJbHBIE JaHHbIE, OTHECEHHbIE B YCTAaHOBJICHHOM TOpSAKE K
CBEICHMSIM, COCTABIISIOIINM TOCYJapCTBEHHYIO TailHy;

- TEXHMYECKHE CPEJICTBA YAaCTUYHO WM IEIMKOM HaxXoAsaTcs 3a npenenamu Poccuiickoit
denepanuu.

1. OcHOBHBIEC TEPMHUHBI H HX ONpeAeIeHUsl

B nacrosmumx MeToandeckux peKOMEHIalMAX U MpU B3auMOAEHCTBUU ¢ JnneH3naramu OCh
Poccun, sBisromumucs pa3paboTyMKaMH KPUIITOCPEACTB, pa3padoTUMKaMy WH(GOPMAIIMOHHBIX
CHUCTEM [MEpPCOHANbHBIX JAHHBIX, B KOTOPbIX HCHOJB3YIOTCS KPHUITOCPEICTBA, WJIU
CHEIUAIN3UPOBAaHHBIMU  OpPraHMU3ALMsAMM, IPOBOJSAIIMMHU  TEMaTHUYECKHE  HCCIIEIOBaHUS
KPUIITOCPENICTB, UCTIOIB3YIOTCS CIIEAYIONINE OCHOBHBIE TEPMHHBI.



ABTOoMaTtu3upoBanHasa cucrema (AC)—cucrema, COCTOsIAsl M3 MEPCOHATA U KOMIUIEKCA
CPEICTB aBTOMATH3aLUU €ro JESATENIbHOCTH, pPEaju3yromias HH(OOPMALHUOHHYIO TEXHOJIOTHIO
BBITIOJTHEHUS YCTAHOBIICHHBIX (DYHKITHIA.

ABTOMATH3HPOBAHHAsA CHCTeMa B  3alldlleHHOM  ucnojJHeHun (AC3HU) —
ABTOMATU3UPOBAHHAS CHUCTEMa, peau3yronias WH()pOPMANMMOHHYIO TEXHOJIOTHIO BBITIOJHEHUS
YCTaHOBJCHHBIX (YHKIUNA B COOTBETCTBUU C TpPEeOOBaHUSIMH CTaHAAPTOB U (WJIM) HHBIX
HOPMATUBHBIX JOKYMEHTOB I10 3aIIUTe HHPOPMAIUH.

ATaka — 1eJieHanpaBiIeHHbIe JEHCTBUS HapyUIUTeNs C MCIOJIb30BAaHUEM TEXHUYECKUX U
(WI1) TpOrpaMMHBIX CPEACTB C IEJbI0 HApYIICHUS 3aJaHHBIX XapaKTEPUCTUK O€30MacHOCTH
3alUIIAEMOI KPUIITOCPEICTBOM MH(OPMALIUY WM C IEJIbIO CO3JIaHUS YCIOBHI SIS 3TOTO.

Be3onacHOCTb — COCTOSIHME  3AlIMIEHHOCTH JKM3HEHHO BAXKHBIX HWHTEPECOB JIMYHOCTH,
oO11ecTBa U rocy1apcTBa OT BHYTPEHHUX U BHEIIHUX YIPO3.

Be3onacHocTh 00beKTAa — COCTOSTHUE 3alIMIIEHHOCTH OOBEKTAa OT BHEIIHMX M BHYTPEHHUX

yrpos3.

Ilpumeuanue
Jlannoe onpedenenue pacnpocmpansemcs Ha 1000 peaibHbllli 00beKN, 8 Kawecmeae KOmopozo

Mo2ym  8bICMYNamv  MeXHudeckue Ccpeocmed, NnpocpamMmuvlie cpeocmed, UuHgopmayus,

ungopmayuonHvle MexHon02UU, ungopmayuonHvle cucmemul, ungopmayuouHo-
MeNeKOMMYHUKAYUOHHBLE CeMU, 30AHUS, COOPYHCEHUSL U M.O.
BaokupoBanue NMepCoOHATbHBIX JAHHBIX — BPEMEHHOE MpeKpalieHue coopa,

CUCTEMAaTH3allM, HAKOIJICHUS, UCIOJb30BaHUS, PACIPOCTPAHEHUS! MEPCOHANbHBIX JAHHBIX, B
TOM YHUCJIE UX Mepeaayu.

BcerpanBanue KpUNTOCpPEACTBA — IPOLIECC MOJKIIIOUEHUS KPUIITOCPEACTBA K TEXHUUYECKUM U
IPOrpaMMHBIM ~ CPEICTBAM, COBMECTHO C KOTOPBIMU IMPEANOJaraeTcsi ero IMTaTHOe
(GyHKIIMOHUPOBAaHKE, 32 UCKIIOYEHHEM TpoLiecca MHCTAUIALINH.

JlokymeHTHpoBaHHbIe (JekJapupoBaHubie) Bo3MoxxkHocTH 1O (TC) - dyHKIIMOHATBHBIE
Bo3MoxkHOCTH [10 (TC), onucannsie B nokymenTaruu Ha [10 (TC).

JlocTyn k HHGOPMAMHU — BO3MOKHOCTB MOJIy4eHUs] HH()OPMAIK U €€ UCIIOIb30BaHUS.

7Ku3HeHHO Ba)KHble MHTepechbl — COBOKYITHOCTh MOTPEOHOCTEH, yIOBIETBOPEHHUE KOTOPBIX
HaJIe’KHO 00eCreunBaeT CylIIeCTBOBAaHHE U BO3MOKHOCTH MTPOIPECCUBHOTO PAa3BUTUS JIMYHOCTH,
o0111ecTBa U TOCYapCTBa.

3anmmmaemas uH@opMauus — uHdopMmanus, Uil KOTOpo obOnagareneM HHGpoOpMauu
oTpezieNieHbl XapaKTEPUCTUKHU €€ 0€30IaCHOCTH.

HNucTannsauus — yCTaHOBKA MPOTPaAaMMHOTO MPOAYKTa Ha KommbioTep. MHcTanmsus o0bIuHO
BBITIOJHSETCS MO/ YNPaBICHUEM HHCTAJUISTOpa — MPOrpamMMbl, KOTOpas HMPHUBOJUT COCTAaB U
CTPYKTYPY YCTaHaBIMBAa€MOI'O MPOTPAMMHOIO HU3JENUs B COOTBETCTBHE C KOH(UTrypauuein
KOMIIBIOTEpa, a TaKe HacTpauBaeT MpPOrpaMMHbIE MapaMeTpbl COTIACHO THUIYy HMEIOLIecs
OTEPALlMOHHOM CHUCTEMBI, KJlaccaM pelIaeMbIX 337ad M pexxumaMm paboTbl. Takum obpazom,
WHCTAJUISLMS JIeJIaeT MPOTrPaMMHBIA MPOJYKT TNPUTOAHBIM JUIsl MCIOJB30BaHUSA B JaHHOU
BBIUMCJIUTEIBHON CHCTEME M TOTOBBIM PEIIATh ONPEAEIEHHBIM KJIACC 3a7ad B OIPEIEICHHOM
pexxrMe padoThI.

HNudpopmanus — cBefeHus (cooOIIeHUs, JaHHbIE) HE3aBUCUMO OT (POPMBI UX MPeICTABICHHS.

HNudopmanuonHasi cucreMa — COBOKYIHOCTh CoJieprKaliieiicss B 6a3ax JaHHBIX MHGOpMauu
U obecrieunBaronnx ee 00padboTKy MH(YOPMAITMOHHBIX TEXHOJIOTUI U TEXHUYECKUX CPEJCTB.

NudopmanuonHasi cucreMa MNepCOHANBHBIX [JIaHHBIX — MHQOpPMAIMOHHAs  CHCTEMAa,
IpeCTaBIIsIoNas COO0H COBOKYITHOCTh NEPCOHANBHBIX JAHHBIX, COJIEPXKAIIMUXCS B 0a3e NaHHbBIX,
a Tak)ke MH(OPMALMOHHBIX TEXHOJIOTMIA M TEXHUYECKUX CPEACTB, MO3BOJSIOUINX OCYILECTBISTh
00paboTKy TaKMX MEPCOHATBHBIX JAaHHBIX C UCHOJIb30BAHUEM CPEJICTB aBTOMATHU3ALUU WU 0e3
MCIIOJIb30BaHUs TAKUX CPEJICTB.

HNupopMmanuoHHbIe TEXHOJIOTHH — IIPOIIECCHI, METOBI ITOKCKa, cOOpa, XpaHeHus1, 00paboTKH,
MPEIOCTaBIIEHUS, PACIIPOCTPAHEHUSI HHPOPMAIIMK U CTIOCOOBI OCYIIECTBICHUS TAKUX MTPOLIECCOB
U METOJIOB.



NudopmManuoHHO-TeTeKOMMYHHUKALMOHHAS ceTh — TEXHOJIOIMYeCcKas CUCTEMA,
OpeJHa3HaueHHas Il Iepefadd 10 JIMHMSAM CBS3M HMHGOpMAlMM, JOCTYl K KOTOpOH
OCYILIECTBJISIETCS C UCIIOJIb30BAHUEM CPEJICTB BHIUUCIUTENBHON TEXHUKH.

HNudopManmoHHO-TeJTeKOMMYHUKAIMOHHAS ceTh o01Iero MOJbL30BAHUSA —
UH(POPMALMOHHO-TEIIEKOMMYHHUKAIIMOHHAS CETh, KOTOPAasi OTKPBITA JJIsl UCIOJIb30BAHUS BCEMHU
(GU3NYECKUMU U IOPUIMYECKUMH JIMLAMU U B yCIyraX KOTOPOM 3TUM JIMI[aM HE MOXKET ObITbh
OTKa3aHo.

Hcnoab3oBanne NepCcOHANBHBIX JAHHBIX — IeicTBUA  (ONEpaluu) ¢  MEePCOHAIBHBIMU
JAHHBIMH, COBEpPILAEMBIE ONEPATOPOM B LEJIAX NPUHATUS PEIICHUH WIN COBEPIICHHS HHBIX
NeMCTBUH, MOPOXKIAOIINX FOPUANYECKHE MTOCIEACTBUS B OTHOILIEHUH CyOBEKTa NEPCOHAIBHBIX
JAHHBIX WM JAPYTHX JIMI JMOO MHBIM 00pa3oM 3aTparuBarollvX IpaBa U CBOOOIBI CyObEKTa
NIEPCOHAIBHBIX JaHHBIX WU APYIUX JIMII.

Kanan aTaku — cpena nepeHoca ot cyObekTa K 00beKTy aTaku (a, BOSMOXKHO, H OT 00BEKTa K
CyOBEKTYy aTaku) IeHCTBUA, OCYLIECTBISEMbIX [IPU IPOBEICHUH aTaKu.

KonTposnpyemas 30Ha — IpOCTPaHCTBO, B MpEeiax KOTOPOI'O OCYIIECTBIISETCS KOHTPOJIb 32
npeObIBaHUEM U ICHCTBUSIMHU JIML M (WJIM) TPAHCIIOPTHBIX CPECTB.

['panuneii KOHTPOIMPYEMON 30HBI MOXET ObITh: IEPUMETP OXpaHSAEMON TeppUTOpUHU
npeanpusaTus (Y4pexaeHus), orpaxaoniie KOHCTPYKIIMM OXPaHsAeMOro 3/1aHus, OXpaHsieMoi
YacTH 3/1aHUs, BbIIEJIEHHOT'O IOMEIEHUS.

KonpuaenunaabHocth  MHpOpMaNUu — 00s3aT€bHOE U1 BBINOJIHEHUS  JIULIOM,
MOJYYMBIIUM JOCTYI K OIpeaesieHHOW wuH(popManuu, TpeOOBaHWE HE IepelaBaTh TaKylo
UH(OPMALIMIO TPETHUM JHLIaM 0e3 coriacus ee odnagarers.

KonduaeHunaabHOCTh NMEPCOHAIBHBIX JaHHBIX — 00s3aTeNbHOE I COOJIIOJICHUS
OIIEpPaTOPOM HJIM MHBIM MOJIYYUBLIMM JIOCTYII K MEPCOHAIBHBIM JIaHHBIM JIMIIOM TpeOOBaHUE HE
JIOTIYCKaTh UX pacHpocTpaHeHus: 0e3 coriacus cyObeKTa MEepPCOHANbHBIX JAHHBIX WM HaJIU4uus
MHOT'O 3aKOHHOT'O OCHOBaHUS.

Kpunrorpadpuueckn onacias wundopmanusa (KOH) —unpopmamuss o0 COCTOSHUSIX
KPUINITOCPENCTBA, 3HAaHME KOTOPOM HApyIIUTEIEM IIO3BOJUT €My CTPOUTH aJIrOPUTMBbI
ompeieNIeHuUs KIIF0UeBOM HHPOpMauu (MM €€ YaCTH) WIH aJlTOPUTMBI OECKITIOYEBOTO YTCHHUS.

Kpunrocpeacrso — mmmdpopanbHoe (Kpuntorpadpuueckoe) CpeicTBO, MpeIHa3HAYeHHOe s
3aluThl HH(GOPMALIMK, HE COJAEpIKaIlled CBEIEHHM, COCTABISIONUINX ITOCYyIapCTBEHHYIO TaiiHy. B
YaCTHOCTH, K KPUOTOCPEACTBAM OTHOCATCS CpPEACTBA  KPHUNTOrpauyeckod  3aIluTh
uHpopmanuu (CK3W) - mudposanbuble (KpunTorpadguyeckue) cpeicTBa 3aluThl HH(GOpMaLUn
C OrpaHMYEHHBIM JIOCTYIIOM, HE COZAEpXKalllell CBEIEHUH, COCTaBJISIOLIMX TOCYAAPCTBEHHYIO
TaiHYy.

Mopenb HapymMTeJIsl — IPEAIOIO0KEHUS O BO3MOKHOCTSIX HapYyIIUTENsl, KOTOPbIE OH MOKET
UCIIONIb30BaTh JUISl pa3palOTKU U TPOBEACHUSA aTak, a Takke 00 OrpaHMYeHUsX Ha 3STH
BO3MO>KHOCTH.

Mopaenb yrpo3 — nepedeHb BO3MOXKHBIX YTPO3.

Hapyumreasb (cy0beKT aTaku)—Jdio (WIM WHUIMAPYEMBIH MM IPOLECC), MPOBOJSIIEE
(mpoBoaAIIMIT) aTaKy.

HeraTtusnsle (pyHKIMOHAIBHBIE BO3MO’KHOCTH — JOKyMEHTHPOBAHHbIE u
HEJOKYMEHTHPOBAaHHBIX  BO3MOXKHOCTH  IPOTPAaMMHBIX M alllapaTHbIX  KOMIIOHEHTOB
KPHUITOCPEACTBA U Cpe/ibl HYHKIIMOHUPOBAHUS KPUIITOCPEACTBA, TTO3BOJISIONIUE:

- MoaudUUIUpOBaTh WIM HCKAXKaTh alrOpUTM pabOThl KPUOTOCPEACTB B IMpOLEcCe HX
VCIIOJIb30BaHUS;

- MoauUUIUPOBATh WM UCKaKaTh MHPOPMAIIMOHHBIE WIN YIPABJIAIONINE ITOTOKU U MPOIIECCHI,
CBsI3aHHBIC C (DYHKIIMOHUPOBAHUEM KPHUIITOCPE/ICTBA;

- TOJy4yaTb JOCTYNl HapyIIUTEIsIM K XpaHANIEWCs B  OTKPBITOM BHJE KIIOYEBOH,
UJICHTUPUKAIIMOHHON M (MIM) ayTeHTUUIHpYIomed uHpopMaIuy, a Takke K 3alluiaeMoi
nHpopmanuu.



HenoxymeHTHpPOBAaHHBIE (HeeKkIapUpPOBaHHbIC) BO3MOKHOCTH o (TC) -
¢ynkunonanbHble  Bo3MokHOocTH I1O (TC), He omnucaHHbIE WIM HE COOTBETCTBYHOIME
ONMHCAaHHBIM B JOKYMEHTAIlMM, NpPU MCIOJB30BAaHHMH KOTOPHIX BO3MOXKHO HapylICHHE
XapaKTepUCTHK 0€30I1aCHOCTH 3allUIIaeMoi HHPOpMaLIUK.

Hocuresn cBeieHNid, COCTABIAIOLIUX IOCYAAPCTBEHHYIO TaliHy, — MaTepHalIbHbIE O0BEKTHI,
B TOM 4Hclie (U3NYECKUE OIS, B KOTOPBIX CBEACHHUS, COCTABIISAIOLINE IOCY1apCTBEHHYIO TalHY,
HAXOJAT CBOE OTOOpakeHHE B BHUJE CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHHUUECKUX PEIICHUH U
IPOLIECCOB.

Ilpumeuanue

Tax kak no ceoeil npupooe c6edenus, COCMABIAIWUe 20CYOAPCMBEHHYI0 MAUHY, He
OMAUYAIOMCSL OM 8CEX OCMATIbHBIX C8E0EHUl, MO NPUEEOEHHOEe ONpedeNeHUue MOHCHO KOPPEKMHO
UCNONBb3068aMb O/ NH0OLIX C8EOEHULL.

Yuumuieas onpedenenue nonamus «ungopmayusny, mepmun «HOCUmMeNb UHPOPMAYUUY» MOIHCHO
UCNONb308AMb 8 KAYECBE CUHOHUMA MEPMUHY «HOCUMENb CBEOEHU».

O0e3MuMBaHue NMEPCOHAIBHBIX JAHHBIX — ICHCTBUSA, B PE3YyJIbTaT€ KOTOPHIX HEBO3MOKHO
OIpEeNIeNIUTh MPUHAJIEKHOCTh MEPCOHAIBHBIX JAHHBIX KOHKPETHOMY CYOBEKTY MEpPCOHAIBHBIX
JTAHHBIX.

Ob0nagatens HMHQOPMALMM — JIMIO, CAMOCTOSTEIBHO cO3JaBiiee HHOpMaLuo Judo
MOJIyYMBIIIEE HA OCHOBAHWHU 3aKOHA WJIM JI0rOBOpPA MPABO pa3pellaTh WIK OrPaHUYUBATh JOCTYII
K MH(pOpMaLUK, ONpeAesieMol 0 KaKuM-JIM00 MpU3HaKaM.

O0pa6oTKka NMepcOHANBLHBIX JAAHHBIX — ICHCTBUS (ONEpaluu) ¢ MEPCOHAIbHBIMU JaHHBIMU,
BKJIIOYasg cOOp, CHUCTeMaTH3allMi0, HaKOIUIEHWe, XpaHEeHue, YyTouHeHue (OOHOBIIEHHE,
W3MEHEHUE), MCIOJIb30BaHKUE, paclnpocTpaHeHrue (B TOM YHCIE Tepeaady), 00e3Iu4YHBaHHE,
0JIOKMpOBaHKE, YHUUTOXKEHHUE NIEPCOHANIBHBIX JIaHHBIX.

OO0menocTynubie NepcoHaTbHbIE JAaHHbIE — [IEPCOHAIbHbBIE TaHHBIE, JOCTYTI
HEOTPAaHMUYEHHOI'0 Kpyra JIMI K KOTOPbIM IPEJOCTaBIIEH C COrjlacus CyObeKTa MepCOHAIbHBIX
JAHHBIX WJIM Ha KOTOpPbIE B COOTBETCTBUU C (efepalbHbIMU 3aKOHAMU HE PacCIpOCTpaHsETCs
TpeboBaHuE COOMOACHNS KOH(PUICHIINATBHOCTH.

O0bexkT HH(pOPMATHU3ALMHU — COBOKYITHOCTh HH(POPMAIIMOHHBIX PECYPCOB, CPEICTB U CHCTEM
00paboTKM HMH(OPMAIIUKM, HCIONb3YEMbIX B COOTBETCTBHM C 3aJaHHOM MH(OPMAIMOHHON
TEXHOJIOTHEH, cpencTB olOecnieueHHss 00beKTa MH(OpPMATHU3AlMK, MOMEUICHUN WM OOBEKTOB
(3maHuil, cOOpyKeHHH, TEXHUUECKUX CPEICTB), B KOTOPBIX OHM YCTAHOBJIEHBI, WJIM TIOMEIIEHUS
U 00BEKTHI, IPEHA3HAYCHHBIC IS BEICHUS KOH(DUICHIIMAIBHBIX TIEPETOBOPOB.

OmnepaTop — rocyIapCTBEHHBI  OpraH, MYHHULUUIAIbHBIA OpraH, IOPHUIWYECKOE MU
du3nYecKkoe JHI0, OpraHu3yrolre MW (WJIM) OCYIIECTBISIIONIME O0pabOTKY MepCOHATBHBIX
JTAHHBIX, a TaKXKe ONPEIEIIONIUE LI U CoiepkaHue 00pabOTKH MEePCOHATBHBIX JaHHBIX.

Onyo0aukoBannbie BO3MOKHOCTH IIO wmiam TC — BO3MOXKHOCTH, CBEIEHHS O KOTOPBIX
coJepKarcsi B OOIIEAOCTYHMHBIX OTKPBITHIX HCTOYHUKAX (TEXHHUYECKHWE M JI0Oble Jpyrue
matepuansl paszpabotunka I[1O wumu TC, monorpadum, mybnukanumu B CMMU, marepuaibl
KOH(pepeHIM 1 1pyrux Gopymos, ndopmarus us cetu Internet u 1.1.).

IlepconasibHble JgaHHBIE — TI00asi HHPOpPMAIMA, OTHOCSINASACA K ONpPEIEICHHOMY WU
onpenenseMOMYy Ha OCHOBaHMM TakodM uHpopMauuu ¢uznyeckoMy ULy (CyOBEKTy
NEPCOHAIBHBIX JaHHBIX), B TOM YHCIe ero (haMuiusi, UMs, OTYECTBO, I'0Jl, MECSI, AaTa U MECTO
pPOXJIEHUS, aJpec, ceMeiiHoe, COIMaJbHOe, MMYILIECTBEHHOE I0JIOKEeHHe, 00pa3oBaHue,
npodeccusi, 10X0bl, Apyras HHGopMaIusl.

IToab30BaTelb — 1110, YYACTBYIOIIEE B SKCIUTyaTallMM KPUITOCPEACTBA MU MCIIOJIB3YIOIEe
pe3yabTaThl €ro G yHKIIMOHUPOBAHHUSL.

ITO — nporpammHOe oOecrieueHHE.

PacnpocTpaHeHne NepCcOHANBHBIX [JAHHBIX — JICHCTBUS, HaIpaBICHHbIE Ha Iepenady
NIEPCOHANBHBIX JIAHHBIX ONPEIEICHHOMY KpYTy JIMII (Tepeaada MepcoHaTbHBIX JaHHBIX) WIN Ha
O3HAKOMJICHHE C IEPCOHAIbHBIMU JAHHBIMA HEOTPAHWYEHHOrO Kpyra JIMI, B TOM 4YHCIIE
00HapO/I0BaHME MEPCOHAIBHBIX NAHHBIX B CPEACTBAX MAaccoBOW MH(OpPMALUHU, pasMelICHHE B



UH(POPMALIMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CETAX MM  MpEeNOCTaBlIeHHE JOCTyHma K
MEPCOHAIBHBIM JIaHHBIM KaKUM-JIHOO UHBIM CIIOCOOOM.

CnenmnanbHasi 3alIUTa — KOMIUIEKC OPraHU3alMOHHBIX W TEXHUYECKUX MEPOINPUSATUH,
o0ecreunBarOIUX 3alIUTy HHGOpPMAIMM OT YTEYKH MO KaHajdaM IOOOYHBIX H3IIyYeHHH U
HaBOJIOK.

Cpena ¢ynxkuumonupoBanusi kpunrtocpeacrsa (CPK) — COBOKYNHOCTh TEXHHMYECKUX U
IPOTPAMMHBIX CPEJCTB, COBMECTHO C KOTOPBIMH IPEAIOJIAraeTCsl ITAaTHOE (QYHKIIMOHUPOBAHUE
KPUINITOCPEICTBA M KOTOpPblE CHOCOOHBI TOBIUATH Ha BBHIIOJHEHHE MPEIbABISEMBIX K
KPHUITOCPEACTBY TPEOOBAHUH.

CpeacTBo 3ammTbl MHE(OPMALMHU — TEXHUUYECKOE, MPOTPAMMHOE CPEACTBO, BEIIECTBO
U (WIM) MaTepuai, npeJHa3sHauYeHHbIC WM UCTIONIb3yEMbIe ISl 3aIUThl HH()OpMAIIH.

CpencrBo  BbluucauTeabHoil  TexHUKM (CBT) - COBOKYIIHOCT  MpPOrpaMMHBIX U
TEXHHYECKUX DJJIEMEHTOB CHCTEM OOpa0OTKH JaHHBIX, CIOCOOHBIX (YHKIIMOHUPOBATH
CaMOCTOSITEJIbHO UJIU B COCTABE IPYTUX CUCTEM.

TpancrpannyHasi nmepeaada NepCOHAJBHBIX JAHHBIX — [I€pe/laya MEPCOHAIbHBIX JaHHBIX
oneparopom uepe3 ['ocymapcrBeHHyro rpanunly Poccuiickoit ®enepauuu opraHy BIAcTH
MHOCTPAHHOTO TOCyNapcTBa, (U3MYECKOMY WIM OPUAAYECKOMY JIMIy HHOCTPAHHOTO
rocyJapcraa.

TC — TexHUYECKOE CPECTBO.

Yrpoza 0e30IaCHOCTH — COBOKYITHOCTh YCIOBUH U (DaKTOpOB, CO3MAIOIIUX OMACHOCTb
YKU3HEHHO Ba)KHBIM MHTEPECAM JIMYHOCTH, OOLIECTBA U FOCYAapCTBA.

Yrpo3a 6e30nacHOCTH 00beKTa — BO3MOXXHOE HApPYIICHHE XapaKTEPUCTHKU OE30MacCHOCTH
oOBeKTa.

YHUYTOKEHNE MEePCOHAIBHBIX JAAHHBIX — ICUCTBUS, B PE3YJITATE KOTOPBIX HEBO3MOKHO
BOCCTAHOBUTh  COJIEP)KAHHME  TEPCOHAIBHBIX JAHHBIX B  HH(MOPMAIMOHHOM  CHUCTEME
NEPCOHAIBHBIX JAHHBIX WM B PE3YJIbTaTe KOTOPBIX YHHUYTOXKAIOTCSA MaTEpUAJIbHBIE HOCUTEIN
NEPCOHAIBHBIX JaHHbBIX.

YcenemHas araka — ataka, JOCTUTTIAS CBOEH LIEIH.

YpoBenb kpunrorpapuueckoii 3amMTbl MHGOPMALMHM — COBOKYITHOCTh TpeOOBaHUM,
IPEIBABISAEMBIX K KDUIITOCPEICTBY.

XapakTrepucTuka 0e30MacHOCTH 00beKTa — TpeOoBaHNE K OOBEKTY, WM K YCJIOBHSIM €TrO
CO3/IaHUs U CYILIECTBOBAHM, WM K MHPOpMaLUMU 00 OObEKTEe M YCIOBHUSX €ro CO3JaHHs U
CYILIIECTBOBAaHMsI, BBIIIOJIHEHHE KOTOPOTO HEOOXOAUMO JUIsi oOecHeueHus 3allulIICHHOCTH
KU3HEHHO Ba)KHBIX HHTEPECOB JIMYHOCTH, OOIIECTBA MM TOCY1apCTBa.

IIndpoBanbHbie (KpUnTOrpadpuyeckue) cpeacrna:

a) cpencTBa MuUQpPOBaHUs — allllapaTHbIE, IPOTPAMMHEBIE U allllapaTHO—

IpOrpaMMHBIE  CpPEACTBA,  CHUCTEMbl U KOMIUIEKCBHI,  pEau3yIoUIe  aJrOPUTMbI
Kpunrorpadguueckoro mnpeoOpazoBaHus HHGOpPMALMKM M MNpPEJHA3HAYCHHbIE [UIS 3allUThI
uHboOpMallMl TpU TepeAade MO KaHalaM CBA3M U (MJIM) JUIsl 3alluThl UHGOpPMalUu OT
HECaHKIIMOHUPOBAHHOTO JOCTYIA MPH €€ 00paboTKe M XpaHEHHH;

0) cpecTBa MMUTO3AIUMTHI — alllapaTHble, MPOrpaMMHBIE U alllapaTHO—MPOTrpaMMHbIE
CpeACTBa, CHCTEMBl M KOMIUIEKCHI, pealu3ylollie alIrOpUTMbl KPHUNTOrpaduyeckoro
npeoOpa3oBaHns MH(GOpPMAMM M TpeJHa3HAUYEHHbIE JJIs 3alllUThl OT HABA3BIBAHUSA JIOXKHOMN
uHpOpMaINH;

B) CpEICTBa 3JIEKTPOHHOW IU(POBON MOAMKMCH — anfapaTHble, NMPOrpaMMHbBIE M alNapaTHO—
IpOTrpaMMHBIE CPEJCTBa, 0OECHEeUnBaIOINe HAa OCHOBE KpUNTOrpaduyeckux mpeoOpa3oBaHUMA
peanu3anuio XOoTsa Obl OJHOW W3 Cienyromux (YHKIHA: CO3JaHWE AJIEKTPOHHOW HHU(PPOBOMH
HNOANMCH C HCIOJb30BAHMEM 3aKPHITOrO KJIIOYa 3JICKTPOHHOM UU(pPOBOM  MOAIMCH,
MOJATBEPXKJIEHUE C KCIOIb30BAaHUEM OTKPBITOTO KJII0Ya AJIEKTPOHHOW HHUQPPOBOM MOANUCH
MO/UIMHHOCTH 3JIEKTPOHHOW IM(POBOIM MOAMUCH, CO3JAHHE 3aKPBITBIX W OTKPBITHIX KIHOYEH
3JICKTPOHHOU IU(PPOBOI MOANHCH;



') CPEACTBa KOIMPOBAHUS — CPEACTBA, PEATU3YIOUIUME AITOPUTMBI  KPUOTOrpaduuecKoro
npeoOpazoBanrs HH(OpPMALMKM C BBIIOJHEHHEM 4YacTH NpeoOpa3oBaHUS IyTEM PYUYHBIX
oTepanuii WM C UCIIOJIb30BAHUEM aBTOMAaTU3MPOBAHHBIX CPEJCTB HA OCHOBE TAKUX OINEPALINii;
1) CPE/ICTBA M3TOTOBJICHUS KIIFOUEBBIX JTOKYMEHTOB (HE3aBUCHUMO OT BHJA HOCUTENS KIHOYEeBON
uHpOpMaLUN);

€) KJII0UeBbIe IOKYMEHTHI (HE3aBUCUMO OT BUJIa HOCUTEJIS KJIFOUEBOI HHPOpMALIHH).

2. OCHOBHBIE MOJI0KEHHUS

2.1. PabGoTel mo 00€cleueHUI0 C TMOMOIIBI0 KPUIITOCPEACTB O€30MacHOCTH IMEPCOHATBHBIX
JAHHBIX TpU HX O00paboTke B HH(POPMAIMOHHBIX CHCTEMaxX IEPCOHANBHBIX JaHHBIX C
MCIIOJIb30BaHUEM CPEJICTB aBTOMATHU3alMK (Janee — UHQOpMallMOHHAs CUCTEMa) MPOBOASTCS B
COOTBETCTBHUH CO CJIETYIOIIUMHU OCHOBHBIMU JTOKYMEHTAMMU:

- ®enepanbhblid 3aK0H 0T 27 utoist 2006 roga Ne 149-D3 «O6 nndopmaruu, nHGOpMaITMOHHBIX
TEXHOJIOTUSX U O 3aIIUTEe UH(OPMAIINY;

- ®enepanbhblii 3aK0H 0T 27 nroist 2006 roga Ne 152-D3 «O nepcoHaIbHBIX JaHHBIX ),

- Ilomoxxenne 06 obOecriedeHnH OE30MACHOCTH MEPCOHAIBHBIX JAaHHBIX MPU UX 00paboTke B
WH(MOPMALIMOHHBIX CHCTEMax IePCOHANBHBIX JaHHBIX, YTBEPXKIEHHOE IOCTAHOBICHUEM
[TpaButenscTBa Poccuiickoit @enepanuu ot 17 HOosi0pst 2007 roga Ne 781 (nanee — [Tonoxenwue);
- Ilopsmox mpoBeneHus: kinaccupuKauu UHOOPMALMOHHBIX CHCTEM IMEPCOHANBHBIX JIaHHBIX,
yrBepxkaeHHbIil npukazom PCTIK Poccun, ®Ch Poccun m Mununadopmcsszu Poccun ot
13 deBpans 2008 roma Ne 55/86/20 (3apeructpupoBan Muntoctom Poccuu 3 anpens 2008 rona,
peructpanonHslii Ne 11462) (nanee — Ilopsnok);

- Ilonoxenune o pa3paboTKe, MPOM3BOACTBE, peallM3allud U SKCILTyaTalluu MIH(PPOBATbHBIX
(xpunTorpadudeckux) cpeacts 3amuTsl nHGopmarun (ITonoxenue [1K3-2005), yrBepxaenHoe
npukazoM @Cb Poccuu ot 9 despans 2005 rona Ne 66 (3apeructpupoBan Muntoctom Poccun 3
maprta 2005 roxaa, peructpannoHHbi Ne 6382);

- Tunosble TpeOOBaHMs IO OpraHU3alMU U 0OecIeYeHUI0 (PYHKIIMOHUPOBaHUS MHU(PPOBATBHBIX
(xpuntorpaduvecKknx) CpeacTB, NpeJHaA3HAYEHHbIX JI 3alUThl HH(OpMalLIUY, HE CoJeprKallei
CBEJICHUIl, COCTaBIAIOIIMX TOCYAAPCTBEHHYIO TailHy, B CJIy4ae MX MCIIOJIb30BaHUS IS
oOecnieueHrs 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MpHU UX 00paboTKe B MH(OPMALMOHHBIX
crctemax nepcoHanbHbIX gaHHbIX (PCB Poccun, Ne 149/6/6-622, 2008);

- Hacrosimue MeToarnuecKue peKOMEHIalnH.

2.2. B coorBerctBun ¢ 1.2 IlonmoxeHus 0e30MacHOCTh MEPCOHAIBHBIX MTAHHBIX MPH HX
00paboTke B MH(POPMAIMOHHBIX CHUCTEMax OOECIEYMBAETCS C IMOMOIIBIO CHUCTEMBI 3allUThHI
MEPCOHANBHBIX JAHHBIX, BKJIIOYAIOIIEH OpraHu3allMOHHbIE Mephl U CPEICTBa 3aIIUTHI
uHpopManuu (B TOM 4ucie MmU(poBaibHbIE (KpUNTOrpaduyeckue) CpelcTBa, CpPeacTBa
NpPEOTBPALICHUS HECAaHKIMOHMPOBAHHOTO JIOCTYIA, YT€YKH HH(POpPMALMU IO TEXHUYECKUM
KaHaJiaM, MPOrPaMMHO-TEXHHYECKMX BO3JEHCTBHI Ha TEXHHUYECKHE CpPEICTBa 00pabOTKH
NEpCOHANBHBIX JaHHBIX), a TakXe HCHOoJb3yeMble B  HMH()OPMAIMOHHOW  CcHCTEMe
WHPOPMAIIMOHHBIE  TEXHOJOTMH. TeXHWYEeCKHe W TPOTPaMMHBIE  CPEICTBA  JOJDKHBI
yJIOBJIETBOPATh YCTaHABIMBAa€MbIM B COOTBETCTBHHM C 3aKOHOJATENbCTBOM Poccuiickoi
®denepannn TpeOOBAHUAM, 00€CTICUNBAIOIITIM 3aIIUTY HH(POPMAIIHH.

2.3. B cootBerctBun ¢ m. 12 [lonokeHHs: HEOOXOIUMBIM YCIOBHEM pa3pabOTKU CHUCTEMbI
3alIMTHl TIEPCOHANBHBIX JaHHBIX SBISETCS (OpMUpOBaHHE MOJIEITH Yrpo3 Oe30macHOCTH
NEePCOHANBHBIX JaHHBIX (Aajiee — MOJIENb YIPo3).

Kpowme storo, B coorBercTBum ¢ 1. 16 [lopsiaka Momens yrpo3 HeoOXoauMa ISl OTPEIeICHUs
KJacca CrelualbHOM HH(POPMALIMOHHON CUCTEMBI.

2.4. Mopens yrpo3 QopMHpyeTCss W YTBEPXKIACTCS OIEpPaTopoM B COOTBETCTBHU C
METOAMYECKHUMHU JIOKYMEHTaMH, Pa3paOOTaHHBIMU B COOTBETCTBHHU C IIYHKTOM 2 IOCTAHOBJICHUS
[TpaButensctBa Poccuiickoit @eneparuu ot 17 HosOpst 2007 1. Ne 781 «OO6 yTBEepKaeHUU
[Tonoxenus o6 obecrieueHMH O€30MACHOCTH TMEPCOHAIBHBIX JAHHBIX MPHU HX O0O0pabOTKE B
MH(OPMALIMOHHBIX CHUCTEMaX MEPCOHATBHBIX TAHHBIX).



B cnydae obecrieueHuss 0€30MaCHOCTH TEpPCOHANBHBIX JAaHHBIX 0€3  HCIOJIb30BaHUSA
KPUNTOCPEACTB MpU (GOPMUPOBAHUN MOJENIU YIPO3 HCHOIB3YIOTCS METOJAUYECKUE TOKYMEHTHI
OCTIOK Poccun.

B cnywae ompeneneHus omnepatopoM HeoOXoauMmocTh —oOecrieueHus O0e30MacHOCTH
NEPCOHANBHBIX JAHHBIX C UCTOJIB30BAHUEM KPHUIITOCPEACTB MPH (HOPMUPOBAHUU MOJAETH yrpo3
ucnoib3yores meroaudeckue TokymMeHThl DCTOK Poccum u Hacrosmume Metoauueckue
pekoMenjanuu. Ilpu stoM u3 1Byx coxepxkammxcs B jpokymentax OCTIK Poccun u
MeToauueckix peKOMEeHJAIUsAX OAHOTUITHBIX YTpO3 BeIOUpaeTcs 6ojee onacHasl.

[To cornacoBanuto ¢ @CTIK Poccun nu ®CB Poccun momyckaercs (GpopMHpOBaHUE MOJEITU
yrpo3 TOJIbKO Ha OCHOBAHUHU HACTOSIIMX MeTOaMuecKuX peKOMEHJaIlHii.

[Tpu oOecnieueHnn 6€30MIACHOCTH MEPCOHATBHBIX TAHHBIX TPHU 00paboTKe B MHPOPMALIMOHHBIX
cucrtemax, oTHeceHHbIX K kKommneTeHnu @Cbh Poccun, monenu yrpo3 GpopmMupyroTcs: TOJIbKO Ha
OCHOBAaHMM HACTOALIMX METOIUYECKUX PEKOMEHAAIMI.

25. B cmnyuae wucnonb3oBaHUS B UHGOPMAIMOHHONW CHCTEME KPUIITOCPEACTB MpHU
HEOOXOIUMOCTH K (POPMHUPOBAHUIO MOJIENM Yrpo3 MOrYT IpuBieKaTrbcsa juneH3narsl ®Ch
Poccun, sBusrommecs pa3paOOTYMKAMU — KPUITOCPEACTB WM  CHEIHATU3UPOBAHHBIMU
OpraHHu3alUsIMH, IPOBOJAIIMMH TEMAaTUUYECKUE UCCIIEI0OBAaHUS KPUIITOCPEICTB.

2.6. Mopenb yrpo3 MOXeT ObITh IEpECMOTPEHA:

- 110 pPElICHHUIO ollepaTopa Ha OCHOBE MEPUOJIUYECKH MTPOBOAUMBIX UM aHAJIM3a U OLIEHKHU yrpo3
0€30MacHOCTH MEPCOHATBHBIX JAHHBIX C YUETOM O0COOEHHOCTE! U (WJIN) U3MEHEHUN KOHKPETHOM
MH(OPMaLIMOHHON CUCTEMBI;

- MO pe3yJibTaTaM MEPONPUATUI MO KOHTPOIIO 3a BBHIMOJIHEHHEM TpeOOBaHUHN K 0OECIeYCHHIO
0€30IaCHOCTH TIEPCOHANBHBIX JAHHBIX NP UX 00paboTke B HMH(GOPMAIMOHHON CHUCTEME.
3. Metopnosorusi opMupoOBaHus MOJIeJIN YIPO3

3.1. Obuwgue npunyunsi

PazpaboTka Mozienu yrpo3 AoikHa 6a3upoBaThes Ha CIETYIOIUX TPUHIUITAX:

1) be3omacHOCTh MEPCOHATBHBIX IaHHBIX MPH MX 00pabOTKe B MH(POPMAIMOHHBIX CHCTEMax
o0ecreynBaeTcsi ¢ MOMOLIbI0 CUCTEMBI 3aIIUTHI MEPCOHATIBHBIX JaHHBIX (M. 2.2 MeToauueckux
PEKOMEHIalnii ).

2) Ilpu popmMHpoOBaHUKM MOJEIH YTPOo3 HEOOXOAMMO YYHUTHIBATH KAaK yrPO3bI, OCYIIECTBICHHE
KOTOPBIX HapylIaeT 0e30MacHOCTh MEPCOHAIBHBIX JAHHBIX (Jajee — mpsiMas yrposa), Tak u
yIpO3bl, CO3JIAIOIINE YCIIOBUS IS TOSIBICHUS MPSIMBIX YIpo3 (ajee — KOCBEHHbIE YIpO3bl) UIIH
KOCBEHHBIX yIpo3.

3) [lepconanbHble TaHHBIE 00pPa0ATHIBAIOTCS M XpaHATCS B HH(MOPMAIMOHHON CHCTEME C
HCIIOJIb30BAaHUEM ONPENEICHHbIX HH(GOPMAIMOHHBIX TEXHOJIOTUH M TEXHUYECKUX CPEICTB,
MOPOKIAIONINX 0OBEKTHI 3aIIUTHl PA3IMYHOTO YPOBHSI, aTaKU Ha KOTOPBIE CO3/Ial0T MPSMBIE UITU
KOCBEHHBIE YTPpO3bl 3alUIaeMoi HHpOopMaLiH.

4) KpunrocpenctBo mTaTtHO (YHKIMOHHPYET COBMECTHO C TEXHHUYECKHMMH M IMPOrPaMMHBIMHU
CpeICTBaMH, KOTOPBIE CITIOCOOHBI MOBIUATH HA BHIMOJIHEHHE MPEABSBIIEMbIX K KPUITOCPEICTBY
TpeOOBaHUI U KOTOpbIE 00pa3yioT cpeny ¢pyHKkunoHupoBanus kpunrocpenctsa (COK).

5) CucteMa 3aliThl MEPCOHATBHBIX JAHHBIX HE MOXKET 00CCIeUnTh 3aluTy HHGOPMAIUU OT
NEHCTBUI, BBITIONHSAEMBIX B paMKaX IMPEIOCTABICHHBIX CYOBEKTY ICHCTBHI MMOTHOMOYHUMN
(HampuMep, KPUIITOCPEACTBO HE MOXKET O00€CNeyuTh 3alluTy HHGOPMalUUUd OT PAaCKPBITHS
JUIAMH, KOTOPBIM MPEIOCTABICHO MPABO HA JOCTYI K 3TON HHPOPMAIIHH).

6) Hapymirenb MOXeT IefiCTBOBATh HA Pa3IMYHbBIX dTANax KU3HEHHOTO IMKJIa KPUIITOCPEICTBA
u COK (mox »TUMH 3TaniaMM B HACTOSIIIEM JIOKYMEHTE IIOHUMAIOTCS pa3paboTKa, MPOU3BO/ICTBO,
XpaHEHUe, TPAaHCIOPTUPOBKA, BBOJA B OJKCIUTyaTallMio, OJKCIUTyaTalllsi NPOrpaMMHBIX U
TEXHUUYECKUX cpeAcTB kpunrocpeacrsa u COK).

7) Ins  obecrmieucHust 0E30MAaCHOCTH IMEPCOHAIBHBIX JAaHHBIX MPH HX 00paboTke B
WH(OPMAIIMOHHBIX CHCTEMaxX JIOJDKHBI HCIOJIh30BaThCS CEPTU(MUIMPOBAHHBIE B CHUCTEME
ceprupukarmun = ®Ch  Poccun  (MMeomme TOJOXKHUTEIBHOE  3aKIIOUEHHUE  OKCIEPTHOU



OpraHu3alliil O COOTBETCTBUHM TPeOOBaHMAM HOPMATHUBHBIX JOKYMEHTOB IO O€30MacHOCTH
nH(OpMaIK) KPUIITOCPEICTBA.

B cmyyae oOTCYTCTBUSI TOTOBBIX CEPTH(GHUIMPOBAHHBIX KPUIITOCPEIACTB, (YHKIHNOHAIHHO
HOPUTOJHBIX JUIsl oOecrieyeHusi Oe30MaCHOCTH IMEPCOHAIBHBIX JAHHBIX NpU UX 00paboTke B
KOHKPETHOW HH(OPMAIIMOHHOM CHUCTEME, Ha JTalle aBaHIPOEKTa MM 3CKU3HOTO (ICKHU3HO-
TEXHUYECKOI'0) MpOoeKTa pa3paboTYNKOM HH(POPMALIMOHHON CHCTEMBI C Y4acTHEM OIlepaTopa u
IPEIoIaraeMoro pa3paboTunka KPUITOCPEICTBA TOTOBUTCS OOOCHOBAHUE LIEIECO0OpPa3HOCTH
pa3pabOTKM HOBOIO THUIA KPHUITOCPEACTBA M  ONPEACIAIOTCS TpeOoBaHHUA K  €ro
(yHKIMOHATIBHBIM CBOMCTBAM.

Pa3zpa®oTka HOBOro THIa KpUNTOCPEACTBA OCYLIECTBISIETCS B COOTBETCTBUM C llonoxeHunem
[TK3-2005.

PaznuuaroT Moiens yrpo3 BEpXHEro YpoBHS U AETAIU3UPOBAHHYIO MOJIENb YTPO3.

Mopnens yrpo3 BepXHEro YpOBHsS IpeJHA3HadeHa JJIs OIpPENEICHMS] XapaKTEPUCTHK
0€30I1aCHOCTH 3allMIIAEMbIX IEPCOHANBHBIX JAHHBIX U APYIHMX OOBEKTOB 3alUTh! (IPUHIMIIEI 2
1 3). OTa MOZEIb TaKXKE OIPENEsIeT NCXOAHbIE JaHHbIE /TS IETAIU3UPOBAHHON MOJENN yrpo3.
Jleranu3upoBaHHas MoOJENb Yrpo3 IpelHa3HaueHa Uil OIpelesieHUs TpeOyeMoro YpOBHS
KpUNTOrpadgpuuecKon 3aInThl.

3.2. Memooonozua ¢popmuposanus mooenu y2po3 6epxHezo ypoGH:

dopMupOBaHUE MOJIEH yIpO3 BEPXHETO YPOBHS OCYIIECTBIISICTCS Ha dTame cOOpa M aHaim3a
UCXOJHBIX JIaHHBIX 10 HH(OPMAIMOHHOM CHCTEME B COOTBETCTBUU C YCTAHOBJICHHBIM
ITopsiaxom.

JUis  NpaBWIIBHOTO — ONpENENIEHUs]  KPUNTOCPEACTB, HEOOXOAMMBIX JUIsl  oOecreyeHHs
0€30MaCHOCTH TEPCOHAIbHBIX JIAHHBIX, JONOJHUTEIBHO K JIaHHOMY JTally HPEIbSBISIIOTCS
clleAyIoIue TpeOoBaHMsL.

Onpedenenue ycnoseuii co30anus u UCNONb306AHUA NEPCOHATIbHBIX OAHHBIX

JloyKHBI OBITH ONMMCAHBl YCIOBHS CO3JaHUS U UCIOJIb30BaHUS NMEPCOHATIBHBIX JaHHBIX. [lyis
ATOrO OMPENEIIAIOTCS:

- CyOBEKTbI, CO3/aIOlIMe IEepPCOHAJIbHBbIE JaHHBbIE (B KAayecTBE TaKOro CyOBEKTa MOMKET
BBICTYIIATh JIUIO WM €TO0 MPECTABUTENb B BUAE MTPOTPAMMHOTO MJIH TEXHUYECKOTO CPEJICTBA);

- CYOBEKTbI, KOTOPBIM NEPCOHANIbHBIE ITaHHBIE PE/IHA3HAYEHBI,

- IpaBHJIa JOCTYIA K 3alllMIIaeMoi HHpOpMaIuH;

- MH(QOPMALMOHHBIE TEXHOJOIMH, 0a3bl JAHHBIX, TEXHUYECKHE CPEJCTBA, MCIOJIb3YeMble JUIS
CO3aHUs U 00pabOTKU NEPCOHANIBHBIX JaHHBIX;

- HCIOJb3yeMble B MPOILECCE CO3JIaHMs M HUCIOJIb30BAHUS MEPCOHAIBHBIX JAHHBIX OOBEKTHI,
KOTOpBbIE MOTYT OBITb OOBEKTaMH YIrpo3, CO3JAIOUIMMH YCJIOBHS MJIs TOSBICHUS Yrpo3
NEpCOHANBHBIM JaHHBIM. Takoro poga oOBEKTaMH MOTYT ObIThb, HanpuUMep, TEXHUYECKHE U
IIPOrpaMMHBIE CPE/ICTBA.

CreneHp JeTanu3allid OMHMCAHUS JOJDKHA OBITh JOCTATOYHOHM JJIS1 BBITOJHEHHS OCTaJbHBIX
TpeOoBaHUil K 3Tary cOopa U aHaM3a UCXOAHBIX JAHHBIX M0 HH(GOPMAIMOHHON CHCTEME.
Onucanue ¢popm npedcmasnenus nepcoHaAIbHbIX OAHHBIX

[lepconanbHble NaHHBIE WMEIOT pa3iuuHble (hOpMbI mpeacTaBieHus (Ppopmbl (uKcanuu) c
Y4ETOM HCIIONIb3YeMbIX B MH(OPMAIMOHHOW cHUCTeMe HWH(POPMALMOHHBIX TEXHOJIOTUH U
TEXHUYECKUX CPEJICTB.

Heo6xoauMo nath onucanue 3Tux (Gopm mpeacraBieHus (GpopMm ¢ukcanyu) nepcoHalbHBIX
nanHbix. K Takum ¢opmam oTHOcATCS oOjacTu OmepaTWBHON mamsTH, (aiinel, 3amucu 6a3
JTAHHBIX, IOYTOBBIE OTIPABICHUS U T. 1.

Onucanue unpopmayuu, conymcmeyiowieii npouyeccam CcO30AHUA U UCHOJIb308AHUSA
nepcoHanbHbIX OAGHHBIX

Ha ocHoBe aHanu3a yciaoBUH CO3/1aHUSl M HUCIOJIb30BAaHUS NEPCOHANBHBIX JaHHBIX JOJDKHA
ObITH ompenesneHa WHGPOpPMALUs, COMYTCTBYIOIIAS MpoIleccaM CO3/JaHUS U HCHOJIb30BAHHS
NEPCOHANBHBIX AAHHBIX. [Ipy 3TOM HpeacTaBiIseT MHTEPEC TONBKO Ta MH(OpMalus, KoTopas
MOXET OBITh 0OBEKTOM YIpO3 U MOTPEOYET 3aIUTHI.



K ykazannoit nuaopmaruu, B 4aCTHOCTH, OTHOCUTCS:

- KJIFOYeBas, ayTCHTUUIMPYIOMIAs ¥ NapoJibHasi HHQOpPMAIHs KPUIITOCPEICTBA;

- kpunrorpaduyecku onacHas uadopmarnus (KON);

- KoH(pUryparuoHHas HHhOpMaIus;

- yIpaBisionas HHPOpMaIUs;

- MHQOPMAIUs B 3JCKTPOHHBIX JKypHAJIaX PETUCTPAIIHH;

- 1OOOYHBIE CHTHAJIBI, KOTOPHIE BO3HMKAIOT B Ipouecce (PyHKIMOHUPOBAHUS TEXHUYECKHX
CPEACTB U B KOTOPBIX IMOJHOCTHIO WM YAaCTUYHO OTPAXKAIOTCS IEPCOHAIBHBIC JaHHBIC WU
Ipyras 3amuiiaemas uHpopmanms;

- pe3epBHBIC Komuu (HailyioB ¢ 3amumaeMoil MHpopManuei, KOTopble MOTYT CO3/1aBaThCsl B
nporecce 00padoTKu ATUX (PaitoB;

- ocTaTo4Has MHPOPMAIUs Ha HOCUTEIISAX WH()OPMAIIHH.

B Tex cimywasx, korma Mojenb yrpo3 paspaOaThIBacTCs JIMIAMHU, HE SBISIONUMHCS

CHelHMAIMCTaMH B O0JACTH  3alIUThl  MHOOpMAIMK, PEKOMEHIYETCS  OTPaHUYHUTHCS
NPUBEJCHHBIMHA BBIIIE MPUMEpPaMH WH(POPMALMHU, COMYTCTBYIOIIEH IpoIeccaM CO3MaHHs U
UCIIOJIB30BaHUS MIEPCOHABLHBIX TAHHBIX.
Pa3paboTunku Mozenu yrpo3 - CIenUaIruCThl B 00JIACTH 3aIIUTHI HH(OPMAIIMA MOTYT YTOYHHUTD
yKa3aHHBIH BBINIC TIEPEYCHb WH(POPMAILIMK, COMYTCTBYIOIICH TIpolleccaM CO3JaHHusi U
UCTIOJIB30BAaHUSI TIEPCOHABHBIX JAHHBIX, C TMPHBEICHHEM COOTBETCTBYIOIIUX OOOCHOBAHHIA.
PexomeHyeTcsl yKka3aHHOE yTOYHEHHE JeliaTh TOJILKO B Cllydae HEOOXOAMMOCTH Pa3pabOTKU
HOBOT'O THIIa KPUIITOCPEICTBA.

YTouHeHue nepeyHsi nHpOopMaIMK, CONYTCTBYIONICH MpoIieccaM CO3JaHUs U UCIOIb30BaHMS
NEPCOHATBHBIX JAHHBIX, JOJDKHO OCYIIECTBIIATHCS ITYTEM:

- UCKJIFOUEHHSI THUIIOB pacCMaTpUBaeMOi MH(POPMAIIMU U3 YKa3aHHOTO BBIIIIE MMEPEUYHS, KOTOPbIC
SIBIISTIOTCSI M30BITOYHBIMU B CHITY CTIENM(UKHA KOHKPETHON HH(POPMAITMOHHON CHCTEMBI;

- KOHKPETH3allMi U JIeTaTU3alMi HEe HCKJIIYEHHBIX TUIIOB paccMaTpuBaeMoil MH(popMaiuu c
Y4ETOM KOHKPETHBIX YCIOBUH IKCIUTyaTalnyd HHPOPMAITMOHHOW CHCTEMBI;

- ONUCaHUs THUIIOB paccMaTpuBaeMo HH(OpMAIMM, HE YKa3aHHBIX B IPHUBEJIECHHOM BBIIIE
nepeyvHe.

Onpedenenue xapakmepucmuk de3onacnocmu

Heo0xoanmMo ompenenuTs XapakTepUCTHKN Oe30MTaCHOCTH HE TOJBKO MEPCOHATBHBIX JTaHHBIX,
HO M XapaKTepPUCTHUKH O€30MacHOCTH BCEX OOBEKTOB, KOTOpPbIE OBUIM OIpeNeNeHbl Kak
BO3MOYKHBIE OOBEKTHI yTPO3.

OCHOBHBIMU (KJTacCUYeCKUMM) XapaKTepUCTUKAMU 0e30macHOCTH SBIISIIOTCS
KOH(HICHIIHATBHOCTb, IIEIOCTHOCTh U JIOCTYITHOCTb.

B nonosnHeHne K mepeuncieHHBIM BbIIIE OCHOBHBIM XapaKTEPUCTHUKAM 0€30IacHOCTH MOTYT
paccMaTpuBaThCS TaK)Ke W APYrHe XapaKTepPHCTUKU 0e30MmacHOCTH. B 4WacTHOCTH, K TakuM
XapaKTEePUCTHUKAM OTHOCSATCS HEOTKa3yeMOCTh, YYETHOCTh (MHOTJa B KauecTBe CHHOHMMA
UCTIONIB3YETCSI TEPMUH «ITOJKOHTPOJIBHOCTH»), ayTEHTHYHOCTh (MHOT/Ia B KAa4eCTBE CHHOHHWMA
UCTIOJIb3YeTCsI TEPMUH «IOCTOBEPHOCTH)) U aJIeKBATHOCTb.

[IpuBeCHHBI CIHUCOK XapaKTePUCTUK O€30MacHOCTH HE SBISETCS HCYEPIBIBAIOIINM.

Bo3M0OXHOCTB GOJIBIIOTO YKCIIAa XapaKTePUCTUK 0€30IaCHOCTH KPOETCSI B ONPEAEICHUN TTOHATHS
«XapaKTepUCTUKa OE30MaCHOCTH 00BEKTaN:
«XapaKkTepuCTHKa 0€30MaCHOCTH 00beKTa — TpeboBaHHE K OOBEKTYy, WIM K YCIOBHUSAM €ro
CO3JIaHUSl W CYIIECTBOBAHUS, WM K WHPOpPMAIUU 00 OOBEKTEe M YCIOBUSX €r0 CO3IaHHs U
CYIIECTBOBaHMS, BBIMOJIHEHHE KOTOPOrOo HEOOXOAMMO JUIsi OOecredeHus: 3allMIIeHHOCTH
’KM3HEHHO BaYKHBIX WHTEPECOB JINYHOCTH, OOIIECTBA WIIH TOCYapCTBaY.

Kak mpaBuiio, ycioBusi CO3/1aHUs U CYLIECTBOBAHMS pEaIbHBIX 0OBEKTOB JOCTATOYHO CIIOKHBI
M, KaK CIIEJCTBUE, K HHM MOXHO IPEIBSIBUTh JOCTATOYHO MHOTO CaMBIX Pa3IMYHBIX
TpeOOBaHUIA.



Tak kak yrpo3a 0€30MacHOCTH OOBEKTa — BO3MOXKHOE HApYIICHHWE XapaKTePUCTHKU
0e30MmacHOCTH 00BEKTa, TO MEePEUYEHb BCEX XapaKTEPUCTUK 0€30MacHOCTH ISl BCEX BO3MOMXHBIX
00BEKTOB Yrpo3, IO CYTH, ONPEAEIIAET MOJENb YTPO3 BEPXHETO YPOBHSI.

Hanpumep, eciu B mHbOpMalMOHHON cucTeMe TpeOyeTcs 00ecneurTh TONbKO 3alIUTy OT
YHUYTOXKEGHUS, LEJIOCTHOCTh M JIOCTYIIHOCTH 3aluuinaeMoid wuHpopMamuu (B KadecTBe
BO3MOXKHOT'O MpUMepa Takoi MH(POPMAIIMOHHON CUCTEMBI MOKHO MPUBECTH UH(POPMALIMOHHYIO
CHUCTEMYy IIKOJBHOTO YUYHUTENs, COJEpKAaIlyl0 OOILIeOCTYIHbIE IePCOHANbHbBIE JaHHBIC
yuaumxcs), To MOJIeNib YIpPO3 BEPXHEr0 YPOBHSI COACPKUT CIAESAYIOUINI epeueHb yrpos:

- yrpo3a YHHUYTOXXEHHS 3alluiaeMoil nH(opMaimm;

- yrpo3a HapyluIeHHs eIOCTHOCTH 3alluiiaeMoil HHpopMaIuy;

- yrpo3a HapyIICHHUs JOCTYIMHOCTH 3alIUIIAeMOi HH(pOpMAIUH.

3.3 Memooonozus hopmupoeanus oemanuzupoeanHou mooenu yzpo3

CornacHo mpuBeAcHHOMY B 3akoHe Poccwmiickoii ®@enepanmuu  «O  0e30maCHOCTH
OTIPEICNICHUIO TOHATHS «yrpo3a 0e30MacHOCTU», HEOOXOIUMO OMpPENEIUTh COBOKYIHOCTD
yCcIOBUM U (PaKTOPOB, CO3JAIOLIMX ONACHOCTh HApyILIEHUs XapaKTePUCTHK Oe30MacHOCTU
BO3MOXKHBIX OOBEKTOB yrpo3. ITO U €CTh CoAepkKaHHe paboT MO CO3/IaHUI0 JAeTATU3UPOBAHHON
MOJIEH YTPO3.

Mo>XHO TpHUBECTH MPUMEPHI, KOTJa IEIecO00pa3sHO CO3aHUE MOJIENel Yrpo3 HECKOIbKUX
YPOBHEW JIETAIU3ALIHNH.

O4YeBUAHBIM TPUMEPOM MOXKET CIYKUTh OOBEKT YIrpo3, MPEICTABISIIONINNA CIOXKHYIO
TEPPUTOPUAIBHO PACHPEICIIEHHYI0 aBTOMAaTU3UPOBAHHYIO CUCTEMY, IJIsi KOTOPOH yCIOBHS
(GYHKIIMOHUPOBAHUS PA3TUYHBIX COCTABHBIX YaCTEH CUCTEMBI MOTYT CYIIECTBEHHO Pa3InyaThCsl.
[Tpu ananu3e Takol CUCTEMBI, KaK MPABUIIO, UCIIOIb3YETCS IPUHLIMIT AEKOMIIO3ULIUU CII0KHOTO
oOwekTa. Eciu xe cocTaBHBbIE YacTH CHCTEMBI TaKKe BEChbMa CIIOXKHBI, TO MX aHaJIU3 CHOBA
noTpedyeT KUCI0JIb30BAaHUE MPUHLIUIIA IEKOMIIO3UIUH CI0KHOT0 00bekTa. B paccmarpuBaeMom
cilydae 1es1ecoo0pa3HO CcOo3JaHMe MOAeed yrpo3 Uil KakJIoro oObekTa, MOJIy4arollerocs B
IpoLecce TeKOMIO3ULIH.

[Tpu onpenenenun yrpo3 6€30MacHOCTH 0OBEKTA CIEeyeT pa3InyaTh:

- YIpO3bI, HE SBIIAIOLIMECS aTaKOM;
- aTaKw.

PexoMeHyeTcst HCIOIB30BaTh CIEAYIONIYIO CTPYKTYPY YTPO3, HE SIBJISIOIINXCS aTaKaMu:

- yepo3vl, He CBA3aHHblEe C 0esAmMelbHOCMbI0 Yelo8eKd: CMUXutiHble 6e0Cmeus U npupooHbsle
sA61eHus (3eMIIETPSICEHUsI, HABOJAHEHHUS, yparanbl U T.1.);

- yepo3vl  COYUANbHO-NOIUMUYECKO20 Xapaxkmepa: 3a0acTOBKH, ca0OTaX, JOKaJIbHbBIE
KOH(JIUKTHI U T.J1.;

- owubouHble Oelicmeus U (UlU) HApyuleHus mex UIU UHBIX mMpeDOBaHUU TUYAMU,
CAHKYUOHUPOBAHO 83AUMOOCIICMEYIOUUMU C B03MONCHBIMU 00bekmamu yepo3. Ecinu, Hanpumep,
B KadecTBe OOBEKTa YIrpo3 BBICTYNMA€T aBTOMATU3UPOBAHHAS CHCTEMa B 3al[UIIIEHHOM
ucnonHennu (AC3H1), To k TakuM AEUCTBUSIM U HAPYIICHUSM, B YACTHOCTH, OTHOCSTCSI:

0 HEMPETYMBIIIIEHHOE UCKAXEHUE WIH YJalIeHUE NPOrpaMMHbIX KoMmoHEHTOB AC3U;

0 BHEJPEHHE U UCTIOJIH30BAHNE HEYUTCHHBIX ITPOTPAMM;

0 UTHOPUPOBAHHE OPTaHHU3AIMOHHBIX OTPAHHYEHUH (YCTAaHOBIEHHBIX MpaBUI) MPHU padboTe C
pecypcamu AC3U, BkITtOUas cpeacTBa 3amuThl HHGopManuu. B gacTHOCTH:

- HapylleHUe MPaBWJI XpaHEHHUsS WHQPOPMAIUU OTPAHHMUYEHHOTO JOCTYIA, HUCIOJIb3yeMOW TpH
AKCIUTyaTallMM CPEACTB 3allMThl HMHPOpMAIUK (B YACTHOCTH, KJIIOYEBOW, MNApOJbHOM U
ayTeHTUUIIMPYIOLIEH HHPOpMAITIH);

- TIpPeIOCTaBlIiEHUWE IOCTOPOHHMM JIMIIAM BO3MOXXHOCTH JIOCTyIa K CpEACTBaM 3alllUThI
uH(pOpMAIINH, a TAKXKE K TEXHHYECKUM U MPOTPAMMHBIM CpPEICTBaM, CIIOCOOHBIM MOBIUSATH Ha
BBITNIOJTHEHHE MPEABSABISEMBIX K CPEICTBAM 3aIIUTHI MHGOpMAIUU TpeOOBaHUI;

- HaCTpoWKa W KOH(UTYPHUPOBAHUE CPEACTB 3alUTHl MHPOPMAIHUU, a4 TAKKE TEXHUYCCKHX U
MPOrPaMMHBIX CPEJCTB, CIIOCOOHBIX MOBIUATH HAa BBINOJIHEHUE MPEIBABISEMBIX K CPEACTBAM
3amuThl HGOpMANUK TPeOOBAaHMIA, B HAPYIICHUE HOPMATUBHBIX M TEXHUYECKHUX JTOKYMEHTOB;



- HecooOmeHne O (akTax yTpaTbl, KOMIIPOMETAllMM KJIIOYEBOW, MApOJbHOM U
ayTeHTU(UUUpYyromed HHPOpMaLUU, a Takxke 00N Apyrodl MH(GOpPMaLUU OrpaHMYEHHOI'O
JocTyna.

- Y2p03bl MEXHO2EHHO20 XapaKmepa, OCHOBHBIMU U3 KOTOPBIX ABIIAIOTCA:

0 aBapuu (OTKJIIOYEHHE 3JIEKTPONUTAHMS, CHUCTEMBI 3a3€MIICHUS, DPa3pyLIECHUE HHKEHEPHBIX
COOPY)KCHHH | T.11.);

0 HEUCTIPaBHOCTH, COOM ammapaTHBIX CPEJCTB, HECTAaOMIBHOCTh IapaMETPOB CHCTEMBI
JNEKTPONUTAHMS, 3a3€MIICHUSA U T.1.;

0 IMOMEXH U HaBOJKH, IPUBOASIINE K cOOsSIM B paboTe anmapaTHBIX CPEICTB.

Cnenyer OTMETHTb, YTO, KaK IpaBWIO, 3alIMTa OT YIrpo3, HE SBIIOIIMXCS AaTaKaMH, B
OCHOBHOM  PErJlaMEHTHUPYETCS  HMHCTPYKUUSAMH, pa3padOTaHHBIMH U YTBEPXKICHHBIMHU
oleparopaMM C YY4ETOM OCOOCHHOCTEH SKCIUTyaTalud HH(GOPMALMOHHBIX CHCTEM U
JeICTBYIOLEH HOPMAaTUBHON Oa3bl.

Kak mnoka3as MHpOBOH M OTEYECTBEHHBIH OIBIT, aTakU SBJSIIOTCA HauOoJjiee OMAaCHBIMU
yrpo3amu (4ro OOYCJIOBJIEHO MX TIIATEIbHON MOATOTOBKOM, CKPBITHOCTBIO IIPOBEACHUS,
LeJIeHANpPaBIEHHBIM BBIOOPOM OOBEKTOB U LieNel aTak).

ATaky TOTOBSTCS M HPOBOAATCS HApyIIUTEIEM, INPUYEM BO3MOXHOCTH IIPOBEJIEHHUS aTaKk
00yCJIOBIEHbl BO3MOXKHOCTAMHU Hapyumurtens. VIHbIME CllOBaMH, KOHKPETHbIE BO3MOXKHOCTHU
HapYIIUTENS OMPENEISAIOT KOHKPETHBIE aTaKh, KOTOPhIE MOXKET IIPOBECTU HAPYILIUTENb.

Ho Ttorma ¢ yderom ompenencHusl MOHATUS «MOJENb HAPYIIUTENS» BCE BO3MOXKHBIE aTaKU
OTIPEAEIISAIOTCA MOJIEBIO HAPYIIUTES.

Mogenp HapylIMTeNsl TECHO CBs3aHa C MOJEJIBIO YIPO3 U, IO CYTH, SBIIETCS €€ 4acTblo.
CMBICIIOBBIE OTHOLLIEHUS MEXy HUMU clieAyrolue. B Mosienu yrpo3 conepKUTcs MaKCUMalIbHO
[IOJIHOE OMMCaHUe Yrpo3 0e30macHoCTH 00BbekTa. Mojenb HapyLIMTeNsl COJEpPKUT ONHCAHUE
MPEIIOJIOKEHN O BO3MOXHOCTSAX HApYIIUTENs,, KOTOPblE OH MOMKET HCIONb30BaTh IS
pa3paboTKU U MMPOBEACHUS aTakK, a TAKXKe 00 OrpaHUYECHUSAX HA 3TH BO3MOKHOCTH.

3.4 Memooonozus popmuposanus modeau Hapywumes

CornacHo nocieaHeMy U3 ONpeleleHHbIX B 1. 3.1 MeToauyeckux peKOMEHJaluil NpUHIUITY
(mpuHIMO 7) HapyIIUTEIb MOXKET JEWCTBOBAaTh Ha PAa3JIMYHBIX ATamnax >XU3HEHHOTO LHUKJIa
kpunrocpeactea u COK (mox 3TUMHM 3TamaMM B HACTOSINEM JOKYMEHTE IOHMMAIOTCS
pa3paboTka, IpOU3BOJICTBO, XpaHEHUE, TPAHCIIOPTUPOBKA, BBOJ B KCILTyaTallUIO, SKCILTyaTalus
IPOTPaMMHBIX M TEXHUYECKUX cpelcTB kpunrtocpeacts u COK).

dmanvl___paspadomKu, npou3eo0CcHéd, XpaHeHus, MPAHCHOPMUPOGKU, 66004 &
IKCHAVAMAUUI) MEXHUYECKUX U NPOcPAMMHbIX cpedcme Kpunmocpedcmea u COK

Ha sranax pa3paboTku, Npou3BOJCTBA, XpaHEHUS, TPAHCIIOPTUPOBKH, BBOJIa B SKCILTyaTallUIO
TEXHUYECKUX M MPOrpaMMHBIX cpeacTB KpunrocpeactBa u COK obpaboTka nepcoHaIbHBIX
JTaHHBIX He npousBoauTcs. [loaromy oObekTaMu aTak MOTYT OBITH TOJIBKO CAMH 3THU CPEACTBA U
JOKYMEHTaIus Ha HUX.

B cBsI3u ¢ U3710)KEHHBIM Ha YKa3aHHBIX 3Tanax BO3MOKHBI CIEAYIOUINE aTaKH:

- BHECEHHE HETaTHBHBIX (YHKUIMOHAJIBHBIX BO3MOXXHOCTEH B TEXHHUYECKHUE U INPOrpaMMHbBIE
KOMIOHEHTHI kpurnrtocpeacTBa U COK, B ToMm uncie ¢ uCoap30BaHuEM BPEIOHOCHBIX IPOrpaMm
(KOMIBIOTEPHBIE BUPYCHI, KTPOSHCKHUE KOHU» U T.11.);

- BHECEHHME HECAHKIIMOHHMPOBAHHBIX M3MEHEHMH B JOKYMEHTAIMI0 Ha KPUIITOCPEICTBO H
TEXHUUYECKHE U IIpOrpaMMHble KOMIIOHEHTHI COK.

Heo0xonumMo OTMETHTD, UTO YKa3aHHbIE aTaKu:

- Ha JTamnax pa3pabOTKH, MPOU3BOACTBA M TPAHCHOPTUPOBKHM TEXHUYECKHX M MPOTPaMMHBIX
cpenctB kpunrocpeactsa 1 COK Moryt nmpoBOIUTHCS TOJBKO BHE 30HBI OTBETCTBEHHOCTH
orepaTopa;

- Ha JTalle XpaHCHMsI TEXHUYECKUX U MPOrPaMMHBIX cpeAcTB Kpuntocpencrsa 1 COK moryr
IIPOBOAMTHCA KaK B 30HE, TAK U BHE 30HBI OTBETCTBEHHOCTH OIIEPaTOpa;

- Ha JTafe BBOJA B DKCIUIyaTallMIO TEXHUYECKUX U MPOTPAMMHBIX CPEICTB KPUITOCPEACTBA H
C®K MoryT npoBOJIUTECS B 30HE OTBETCTBEHHOCTH OIlEpaTopa.




B cBsi3U ¢ M37105KEHHBIM ONEPATOPHI JTOJDKHBI IIPEAYCMOTPETh MEPHI KOHTPOJIS:

- COOTBETCTBMSI TEXHHYECKHX U IPOrpaMMHBIX cpelacTB Kpunrocpeactsa u CDOK u
JOKYMEHTAllMM Ha OTH CPEICTBAa, IOCTYMAIOIUX B 30HY OTBETCTBEHHOCTH OIEpaTopa,
STAJIOHHBIM O0pa3liaM (Hampumep, OnepaTrop AOJDKEH TpeOoBaTh OT IOCTABILMKOB rapaHTHH
COOTBETCTBUS TEXHHUYECKUX U MPOTPaMMHBIX cpeacTB Kpunrocpeactsa 1 COK u nokymenranuu
Ha 3TU CPEJACTBA, MOCTYNAIOIIUX B 30HY OTBETCTBEHHOCTH OIEpaTropa, 3TAJIOHHBIM 00pasnam
WIA MEXaHU3Mbl KOHTPOJIS, TMO3BOJIIOLIME ONEpPaTopy YCTAHOBUTH CaMOCTOSITEIBHO TaKOe
COOTBETCTBHE);

- IEJIOCTHOCTH TEXHUYECKMX M MPOrPpaMMHBIX cpeAcTB kpuntocpeactBa u COK wu
JIOKYMEHTAIlMM Ha 3TU CPEJICTBA B IPOLIECCE XPaHEHHs U BBOJA B HKCIUTyaTalMIO 3THX CPEICTB
(c HCIIONTP30BAaHMEM KaK MEXAaHH3MOB KOHTPOJISI, ONMMCAHHBIX B JOKYMEHTAIlUH, HAlpHUMep, Ha
KPHUITOCPEACTBO, TaK U C UCIOJIb30BAHUEM OPIaHU3ALMOHHBIX U OPraHU3allMOHHO-TEXHUYECKUX
Mep, pa3pabOTaHHBIX OMEPATOPOM C y4ETOM TPeOOBAHUN COOTBETCTBYIOIIMX HOPMAaTHBHBIX U
METOAMYECKHX JOKYMEHTOB — CM. II. 2.1 MeToauueckux peKoMeHaauil).

dman IKCHAYAMAYUY MEXHUYECKUX U NPOZPAMMHBIX cpedcme Kpunmocpedcmea u COK

Ataka Kak J1000e IelIeHalpaBlIeHHOE JEeHCTBHE XapaKTEpU3YeTCs PsIOM CYIIECTBEHHbBIX
npu3HakoB. K 3THM CymiecTBEeHHBIM MpH3HAKAM Ha JTale OJKCIUTyaTallid TEXHUYECKUX W
IpOTrpaMMHBIX cpeacTB Kpunrocpenctsa 1 COK BrosHe ecTeCTBEHHO MOXHO OTHECTH:

- HapyLIHUTENs - CYyObEKTa aTaKw;

- 00OBEKT aTaKu,

- 1IeJIb aTaKw;

- MMEIOLLYIOCS y HapyluuTels nHPopMaluio 00 00beKTe aTaku;
- MMEIOIIUECS Y HapYIIUTENS CPEACTBA aTaKH,

- KaHaJl aTaKH.

Bo3MoxHBIE O0BEKTHI aTaK ¥ IEJH aTak OMPENeNSIOTCS Ha dTare (OPMHPOBAHUS MOJIEIH
yIpO3 BEPXHETO YPOBHSI.

[Tpu onpeneneHny 0OBEKTOB aTaK, B YaCTHOCTH, JIOJIKHBI OBITH PACCMOTPEHBI KaK BOZMOKHBIE
OOBEKTBHl aTaK M MpPH HEOOXOJUMOCTH KOHKPETHU3UPOBAaHBl C YYETOM HCIIOJIb3yEMbIX B
UHPOPMALIMOHHON CcHUCTeMe HWH(POPMAIMOHHBIX TEXHOJIOTMH ¥ TEXHUYECKHX CPEJICTB
clenyroImue 00beKThI:

- JIOKyMEHTAIHsI Ha KPUIITOCPECTBO M Ha TEXHUUECKUE U IporpaMMHbie KoMoHeHTh CDK;;
- 3allMIIaeMble IepCOHAIbHbIE JaHHBIE,

- KJIF0OYeBasi, ayTeHTUUIHMPYIOIast ¥ apoiibHas nH(opMaIus;

- kpunrorpaduyecku onacHas nadopmarus (KON);

- KPHIITOCPENCTBO (TIPOTrpaMMHBIE U allapaTHbIE KOMITOHEHTHI KPHIITOCPEICTBA);

- TeXHUUYECKHE U mporpamMMmubie KomnoHeHTbl CDK;

- JIaHHBIE, TIepelaBaeMbIe 110 KaHaJlaM CBSI3H;

- TIOMEIEHUs], B KOTOPBIX HAXOAATCS 3allUIIaeMble pecypchl HH(POPMAIIMOHHOM CUCTEMBI.

B Tex cmywasx, korja MoJens Yrpo3 paspalaThiBaeTCs JIMIAMHU, HE SIBIISTIOIIMHCS
cCreuyMaiucTaMiM B 00JacTH  3al(UThl  MHQOpMAIMH, PEKOMEHAYETCS  OTPaHUYUTHCS
NIPUBEICHHBIMH BHIIIE PAMEPAMU BO3MOXHBIX 00BEKTOB aTaK.

Pa3zpaboTuuku Mozienu yrpos - CIelUalIuCThl B 00JIACTH 3aIIUTHI HH(GOPMAIIMM MOTYT YTOYHHUTD
yKa3aHHBIN BHIIIE MEPEYCHb BO3MOXHBIX OOBEKTOB aTaK C NMPHUBEIACHHUEM COOTBETCTBYIOIIMX
o0ocHOBaHUU. PekoMeHIyeTcsl yka3aHHOE YTOYHEHHUE JIeNIaTh TOJBKO B Cllydyae HEOOXOAUMOCTH
pa3pabOTKN HOBOTO THIIA KPUTITOCPE/ICTBA.

YTo4yHEeHHE nepeyHs: BO3MOKHBIX 00BEKTOB aTak JOKHO OCYIIECTBIATHCS MTyTeM:

UCKJTFOUEHHS] OOBEKTOB aTaK W3 YKAa3aHHOTO BHIIIE MEPEYHS, KOTOPBIE SBISIOTCS N30BITOUHBIMU
B CHJTy cielU (KN KOHKPETHONW MH(POPMALIMOHHONW CUCTEMBI;

KOHKPETH3allM U JACTAIN3alMUd HE HCKIIOYEHHBIX OOBEKTOB aTak C Y4eTOM KOHKPETHBIX
YCIIOBUH AKCIUTyaTallii HH(POPMALIMOHHON CUCTEMBI,

ONUCaHMsI OOBEKTOB aTaK, HE YKAa3aHHBIX B IPUBEICHHOM BBIIIIE IIEPEUHE.




C yuyeToM H3I0KEHHOTO MOJAENIb HAapyLIUTENs Ul dTala SKCIIyaTallud TEXHUYECKUX H

IIporpamMMHBbIX cpeAcTB Kpunrocpenctsa 1 COK noimkHa UMETh CAEAYIOIYIO CTPYKTYPY:

- ONMCAaHUE HapylIUTeNeH (CyObEKTOB aTak);

- IPEeNIoIoKeHUs 00 uMeroLIeiics y HapymuTens “tHpopmalu 06 00beKTax aTak;

- TPEATNOJIOKEHUS 00 UMEIOIINXCS Y HApYIIUTEIS CPEACTBAX aTakK;

- ONMCaHUE KAHAJIOB aTak.

Onucanue napywiumeneii (cyovexKmoe amak)

1) Pa3nuuaror 1ecTh OCHOBHBIX THUIIOB HapymuTenei: Hy, Ho, ..., Hs.

[Ipeamonaraercsi, yto Hapymmtenun tuna Hs m He Moryr craBuTh palOoThI MO CO3aHUIO
CIocoOOB U CpPEACTB aTak B HAyYHO-HUCCJIEIOBATENbCKUX LEHTpPax, CHEHUAIU3HPYIOMIUXCS B
o0nactu pa3paboTku U aHanmu3a kpunrtocpeacts u COK.

Bo3mokHocTr Hapymutens tuna Hiyq BKItoyaroT B ce0s BO3MOKHOCTH Hapymmress tuma Hj (1
I 5).

Ecnu BHemHuit Hapymurtenab 00JalaeT BO3MOXKHOCTSIMHU IO CO3JIaHUIO CIOCOOOB MOJATOTOBKU
aTak, AaHaJOTMYHBIMU COOTBETCTBYIOIIMM BO3MOXKHOCTSIM Hapywmutens tuna H; (3a
UCKIIIOYCHHEM BO3MOXKHOCTEH, TMpEeAOoCTaBIseMbIX IMpeObIBAaHUEM B MOMEHT aTakd B
KOHTPOJIMPYEMOI 30HE), TO 3TOT HAPYIIUTEINb TaKKe OyIeT 0003HAYaTHCS KaK HApyIIUTEh THUTIA
Hi(2 i 6).

2) laHHBIN pa3zen MO HAPYIIUTENs TOJDKEH COJICPKATh:

- IepeyeHb JUl, KOTOPbIE HE PACCMATPUBAIOTCS B Kau€CTBE MOTCHLMAIBHBIX HAapYLIUTENEH, U
000CHOBaHHKE ATOTO NepeyHs (Ipu HEOOXOAUMOCTH);

- TMPEANOJI0XKEHHE O HEBO3MOXKHOCTH CTOBOpa HAPYIIMTENEH (012 6cex munog Hapyuumenel)
WIM TPEIIOJIOKEHNS O BO3MOKHOM CIOBOPE HApyLIUTENEH M O XapaKTepe CroBOpa, BKIIOYAs
MEPEUYUCIICHUE TIONOJHUTEIbHBIX BO3MOKHOCTEN, KOTOPbIE MOT'YT HCIIOJIb30BAaTh HAXOASIINECS B
CTOBOpE HAPYIIUTEIH ISl IOATOTOBKU M MPOBEICHUS aTaK (011 Hapywumenet muna Hy - Hg).
llpumeuanue

Jaunwiii pazoen mooenu Hapywiumens umeem ciedyroujee munogoe CoOO0epHCauue.

CHauana éce ¢husuuecxue auya, umeroujue OOCMyn K mexHU4ecKUM U NPOSPAMMHBIM CPeOCmeam
UHGDOPMAYUOHHOLL cucmeMbl, pa30eAIOMCcs Ha Cledyiouue Kame2opuu.:

- kamezopus | — 1uya, He umerowue NPasa OOCMyna 8 KOHMPOJIUPYeMyto 30Hy UHGOPMAYUOHHOU
cucmemol,

- kameeopus || — nuya, umerowue npago NOCMOSAHHOZO UMU  PA308020 OOCMYNA 8
KOHMPOIUPYEMYIO 30HY UHDOPMAYUOHHOU CUCTEMDL.

Hanee 6ce nomenyuanoHvle Hapywumenu noopazoeiaomcs Ha.

- BHEWHUX Hapywumenel, OCyWecmeIsiowux amaxku u3-3a npeoenog KOHMmMpOIUpPyemou 30Hbl
UHGOPMAYUOHHOU cucmeMbl;

- GHYMpEHHUX  Hapywumenel, OCYWeCMEIAIoWUX amakxu, HAXo0iAcb 8  Npeoenax
KOHMPOAUPYEMOU 30Hbl UHPOPMAYUOHHOU CUCTEMDL.

Koncmamupyemcs, umo:

- GHEWHUMU HAPYWUMENIMU MO2ym Obimb Kak auya kamezopusa I, max u auya kamezopus

- BHYMPEHHUMU HApYWUmenamu mo2ym ovims moasvko auya kamezopuu |l.

Haemca onucanue npugunecupo8anubix noavb3osameinel UHGYOPMAYUOHHOU cucmemsl (41eHO8
2PYNNbl  AOMUHUCMPAMOPO8), KOMOpble HASHAYAIOMCA U3 YUCLA 0CO00 O0O0BEPEHHbIX JIUY U
oCYUecCmenAlom mexHu4eckoe OOCIYHCUBAHUE MEXHUYECKUX U NPOSPAMMHBIX — CPeoCme
kpunmocpeocmeéa u C®OK, exnouas ux HAcmMpouxy, KOH@Queypupoeanue u pacnpeoeieHue
K10YeBOU OOKYMEHMAYUU MeHCOy HeNPUBUNESUPOBAHHBIMU NOTb308AMENAMU.

Hanee cnedyem obochnosaHue UCKIOUeHUs mex uiu UHbIX munos auy kamezopuu Il uz uucna

nomenyuanohblx — Hapywumeneu. Kax — npasuno,  npusunecuposeanHvle  nov3osamen

UHGDOPMAYUOHHOI cUCMeMbl UCKTTIOYAIOMCA U3 YUCIA NOMEHYUAIbHBIX HAPYUUMelel.

U, naxoney, paccmampusaemcs ONPOC 0 O3MOICHOM C2080pe Hapyuumeneu.
Ilpeononoscenusn 06 umerowienica y Hapyuwiumensn unopmayuu 06 00vekmax amax
JlaHHBII pa3iesr MOAEIN HapyLIUTENs JOJKEH COAEP/KATh:



- TPEINoJ0KEHWE O TOM, YTO MOTEHLIMAIbHbIE HapyIIUTENU 00NagaroT Bcel MH(popMalmei,
HE0O0XOAMMOM Ul MOJATOTOBKM U IPOBEACHHUS aTakK, 3a MCKIIOYCHHEM HMH(POPMALUU, TOCTYI K
KOTOPOW CO CTOPOHBI HAPYIIUTENs HCKIIOYAETCS CHUCTeMOH 3amuThl mHpopManuu. K Takoi
UHpOpMaLlMY, HaIpUMep, OTHOCUTCS MaposibHasi, ayTeHTU(QHUUUpYIOLas W  KIHueBas
uHpOpMaIHAL.

- 00OCHOBaHHbIC OIpaHMYEHHUs HA CTENeHb WH(OPMUPOBAHHOCTH HapylmuTens (mepeueHb
CBEJICHM, B OTHOLIEHUH KOTOPBIX IIPEI0JIAracTcs, YTO OHU HAPYIIUTEI0 HEJOCTYIIHBI).
lpumeuanue

ObocHosannvie oOcpanuyeHuss HA CmMeneHb UHPOPMUPOSAHHOCMU — HAPYWUMENS MO2Yym
CywecmeeHno CHu3UmMs mpebo8anus K KpUnmocpeocmey npu e2o paspabomke.

[Ipu ompeneneHuu OorpaHUYEHH HA CTENEHb WH()OPMUPOBAHHOCTH HAPYIIUTEINS, B YaCTHOCTH,
JIOJDKHBI OBITh PACCMOTPEHBI CIIEAYIOIINE CBEICHUS:

- COJEpXKaHUE TEXHUYECKOW NOKYMEHTAalMU Ha TEXHUYECKHE U IPOrPAMMHBIE KOMIIOHEHTHI
COK;

- JIOJITOBPEMEHHBIE KJIIFOYM KPUIITOCPEICTBA;

- BCE BO3MOJXHBIC JaHHbBIE, IIEpeJaBacMbleé B OTKPHITOM BHJAE [0 KaHajlaM CBS3U, HE
3alllMIIEHHBIM 0T HecaHKuuoHupoBaHHoro nocryna (HCJl) k uHdopmanuu opraHu3anyroHHO-
TEXHUYECKUMU MepaMu ((a3oBble IYCKH, CHHXPOIOCBUIKM, He3allu(ppoBaHHbIE ajapeca,
KOMaH/ibl YIIPaBJICHUS U T.I1.);

- CBEJIEHUS O JIMHUSX CBSI3H, 10 KOTOPBIM IepeiaeTcs 3aluiaemMas nHpopMars;

- BCE CETH CBSI3U, pabOTaIOLINE HAa EMHOM KJIHOYE;

- BCe IMpOSABIAIOIIMECS B KaHajmax cBs3u, He 3amumieHHelx or HCJl k umHbopmauuun
OpraHU3alMOHHO-TEXHUYECKUMU MEpaMu, HapyLIEHUs IIPABUJI DKCILTyaTallul KPUIITOCPEICTBA U
COK;

- BCE IMpOfABIAIONIIMECS B KaHajmax cBsA3M, He 3amuiieHHbix oT HCJ k uHbopmanuu
OpPraHU3alMOHHO-TEXHUUYECKUMH MEpaMH, HEUCHPAaBHOCTH M COOM TEXHUYECKHX CpE/ICTB
kpuntocpenctsa u COK;

- CBEJIEHUS, MOJIydyaeMble B PE3yJIbTaTe€ aHAIM3a JIOObIX CUTHAIOB OT TEXHUYECKUX CPEJCTB
kpuntocpenctsa u COK, koTopeie MOKET IEPEXBATUTh HAPYILIUTEND.

Tonbko HapymmrTensm tuna Hs - He MOTyT OBITH M3BECTHBI BCE CETH CBSI3H, padoTarolie Ha
€IMHOM KJIIOYeE.

Tonbko Hapymmrenu tuna Hs - Hg pacrnonararoT Hapsay ¢ AOCTYHNHBIMH B CBOOOIHOM
npojaxe gokyMeHTanuedl Ha kpunrocpeactBo U COK ucXoaHBIMH TEKCTaMHU MPUKIATHOTO
IPOTPaMMHOT0 00eCTIeUeHHS.

Tonbko HapymuTenu tuna Hg pacnonarator Bce fokyMeHTanuen Ha kpunrocpeactso u COK.

B Tex caywasx, Korja Mojenb yYrpo3 paspaOaTbIBaeTcs JHMIIAMH, HE SBISIOLIMMUCS

crernuairucTaMu B 00JacTy 3alluThl HHPOPMALIUK, PEKOMEHIYETCS OIPaHUYUTHCS PUBEICHHBIM
BBILIIE MPEJINOJOXKEHHEM O TOM, YTO TMOTEHLUAIbHBIE HapymuTean o0JanaloT Bcei
uH(popMaret, HeoOX0AUMOH JIJIs1 MOJATOTOBKH U ITPOBE/ICHUS aTaK.
PazpaboTunku Monenu yrpo3 - CHEHMAIMCTBI B 00JacTH 3alUThl WHGOpPMAlUU MOTYT
MOJFOTOBUTh OOOCHOBAaHHBIE OrPAaHMYEHHS HA CTENeHb HH(GOPMUPOBAHHOCTH HAPYLIUTENS.
Pexomenyercst ykazaHHOE OrpaHHuYEHHE JeNaTh TOJIBKO B cliydae HEOOXOIMMOCTH pa3paboTKu
HOBOT'O TUITIA KPUIITOCPEICTBA.

Ilpeononoscenusn 06 umeroujuxca y Hapyuiumesns cpeocmeax amax

JlaHHBIN pa3Aen Mo HApYIIUTENS TOJHKEH COAEPKATh:

- TIPEATNOJIOKEHHE O TOM, YTO HApyUIUTEIb UMEET BCe HEOOXOAMMBbIE Il MPOBEJICHHs aTaK 1o
JOCTYIIHBIM €My KaHaJlaM aTaK CpeJCTBA, BO3MOKHOCTH KOTOPBIX HE IPEBOCXOIAT
BO3MOXXHOCTH aHAJIOTHYHBIX CpPEACTB aTak Ha HMH(QOPMAIUIO, COJAEPXKAIIYI0 CBEICHHMS,
COCTaBJIAIOIIHUE TOCYJAPCTBEHHYIO TaliHY;

- 000CHOBAaHHBIE OTPAHUYCHUS HA UMEIOIINECS Y HAPYIIUTENS CPEACTBA aTaK.

Ilpumeuanue



ObocHosannvie ozpanuyenuss HA umelowuecs y Hapyuwumens, cpeocmea amax Mo2ym
CywWecmeeHno CHU3UmMs mpebosanus K KpUunmocpeocmey npu e2o paspabomke.

IIpu onpeneneHny OrpaHUYEHUN HA UMEIOLIUECS Y HAPYLIUTEN CPEACTBA aTak, B YaCTHOCTH,

JIOJDKHBI OBITH PACCMOTPEHBI:

- anmnaparHble KOMIIOHEHTHI Kpunrocpeactsa u COK;

- JIOCTYIHbIE B CBOOOIHOM ITpOAake TEXHUYECKHE CPEACTBA U IPOrpaMMHOE 00ecIieYeHue;
- CIELUANBHO pa3padoTaHHBIE TEXHUYECKHE CPEICTBA U MPOrpaMMHOE 00eCIIeYeHNE;

- IITAaTHBIE CPENICTBA.

Hapymwurenn tunma H; u Hy pacnonaraioT TOJNBKO JOCTYNHBIMH B CBOOOJHON Ipojaxe
arnmnapaTrHbIMU KOMIOHeHTaMu Kpunrocpeactsa u COK.

JlononHuTenbHBIE BO3MOXKHOCTH Hapymurened tuna Hiz-Hs mo momydeHuro anmapaTHbIX
KOMIOHEHT Kpunrocpencta 1 COK 3aBuCAT OT pean30BaHHBIX B MH(MOPMALMOHHON cHUCTEME
OpraHU3alMOHHBIX MEp.

Hapymurenu tuna He pacnonararor g00bIMH annapaTHBIMM KOMIIOHEHTaMHM KPUIITOCPE/ICTBA
u COK.

Hapymmrenu tuna Hp MOryT Mcrosb30BaTh IITAaTHBIE CPEACTBA TOJBKO B TOM Cllydae, €CIU
OHM PACIIOJIOKEHBI 32 IIpeiesIaMU KOHTPOJIIMPYEMOU 30HBI.

Bosmoxnoctu Hapymutenein tuna Hp-Hg 1o Mcronb30BaHMIO INTaTHBIX CPENCTB 3aBHCAT OT
peaIn30BaHHbBIX B MH()OPMALIMOHHON CUCTEME OpPraHU3alMOHHBIX MEP.

Hapymurenu tuna Hy-He Moryt nmpoBoauTh j1abopaTopHble HCCIEIOBaHUS KPUITOCPEACTB,
UCTIOJIB3YEMBIX 3a MpeaesiaMi KOHTPOJIMPYEMOi 30HbI HH(OPMAIIMOHHON CHCTEMBI.

B Tex caywasx, korma Mojenb yrpo3 paspalaTbiBaeTcs JIMIIAMH, HE SBISIOIIMMUCS
cHenuajucTaMid B 00JIaCTH 3alllUThl HMH(OPMAaLUU, PEKOMEHAYETCS OTPAHUYUTHCS TOJIBKO
IIPUBEICHHBIMHU BBIIIE CPEICTBAMU aTaK.

Pa3pabotunku Mojenu yrpo3 - CHEHUaNuCThl B 00JacTH 3alfuThl MHPOpPMAIMH MOTYT
YTOUHHUTH IPUBEJICHHBIN BBIILIE [IEPEYCHDb CPEICTB aTak. PEKOMEHyeTCsl yKa3aHHOE YyTOYHEHHUE
JIeJIaTh TOJBKO B Cllydae HE0OX0JUMOCTH Pa3pabOTKU HOBOT'O THIIA KPUIITOCPEICTBA.

Onucanue Kkananoe amax

C mpakTu4eckod TOYKHM 3pEHMsI 3TOT paslien SIBISETCd OAHMM M3 BaXXKHEMIIMX B MOJIENH
HapymuTens. Ero conepkaHue no cymecTBy onpesesnsercs KadecTBOM (OpMUPOBaHUS MOJIENTU
YIPO3 BEPXHETO YPOBHS.

OCHOBHBIMU KaHaJaMHM aTakK SIBIISIOTCSA:

- KaHaJbl CBA3M (KakK BHYTpH, TaK M BHE KOHTPOJIUpPYEMOMW 30HbI), He 3amuiieHHsie oT HCJ[ k
UH(pOPMAaLIUK OPraHU3alMOHHO-TEXHUYECKUMH MEPaMU;

- IITaTHBIE CPECTBA.

Bo3MOXHBIMU KaHallaMH aTak, B YaCTHOCTU, MOTYT OBITh:

- KaHaJlbl HEMOCPEJICTBEHHOrO0 JOCTyNna K OOBEKTy aTaku (aKyCTUYECKUH, BU3YalbHbIH,
duznueckuit);

- MAaIIMHHbIE HOCUTENN NH(OPMALINK;

- HOCHUTeNW UH(OpPMAINH, BBIBEICHHbIE U3 YIIOTPEOICHMS;

- TEXHUYECKNE KAaHAJIbl YTECUKH;

- CUTHAJIbHBIE LIENH;

- LEMH JEKTPOIUTAHUS;

- LIENH 3a3€MJICHNUS;

- KaHaJ YTEUKH 3a CUET 3JIEKTPOHHBIX YCTPOUCTB HEIJIACHOTO MOIY4YeHUs HH()OPMALINN;

- MH(pOpPMaLMOHHBIE U ynpasistomue narepdericel CBT.

B Ttex ciuywasx, korma Mojenb yrpo3 paspalaThiBaeTcs JIMIAMH, HE SBISIOUIMMUCS
CHenuatucTaMi B O0JIaCTH 3alllUThl MH(POPMALMU, PEKOMEHIYETCS OTrPaHMYUTHCS TOJIBKO
IIPUBEICHHBIMY BBILIC OCHOBHBIMU KaHAJIAMH aTak.

Pa3paboTuuku Mozenu yrpo3 - CelUalIucThl B 00JIACTH 3aIIUTHI HH(OPMAIIMA MOTYT YTOYHHUTD
IIPUBCICHHBIN BBIIIE NEPEYCHb KAaHAIOB aTak. PeKoOMeHIyeTcs yka3aHHOE YTOYHECHME J1elaTh
TOJILKO B CIIy4ae HEOOXOIUMOCTH pa3padOTKKU HOBOTO THUIIA KPUIITOCPEICTBA.



Onpeodenenue muna napywiumens

Hapymmrens otHOocuTea K Tvny Hj, ecim cpenu NpennosiokeHuid 0 ero BO3MOKHOCTSX €CTh
IIPENII0JIOKEHNE, OTHOCSIEECS K HapyIIuTensiM tuna Hj 1 HeT npeanonokeHuil, OTHOCALIUXCS
TOJIBKO K HapymmTemsam tumna Hj (j > ).

Hapymurtens ortHocuTcss K Tuny Hg B MHPOPMALMOHHBIX CHCTEMax, B KOTOPBIX
oOpabarbIBatoTCsl HanOojee BaXKHBbIE IEPCOHAJbHBIC JAaHHBIE, HAPYLICHHE XapaKTePUCTHK
0€30I1aCHOCTH KOTOPBIX MOXKET MPHUBECTH K 0CO00 TSHKEIIBIM MOCIIEACTBUSM.

PexoMeHayeTcst mpyu OTHECEHUU OIIEpaTopoM HapymuTens K tuny He coracoBeiBaTh MOAEIb
Hapymurens ¢ @Cb Poccun.

4. YpoBeHb KpUNTOrpadpuueckoi 3aiMThl NEPCOHAIbHBIX TAHHBIX, YPOBHH CHEIHAILHOI
3aI0MThI OT YTEYKH N0 KaHAJIaM NMOOOYHBIX M3JIyYeHHIl U HABOJAOK M YPOBHM 3aIUUTHI OT
HECAHKIHOHMPOBAHHOIO J0CTYIIA.

4.1. Pasmuuaror mecth ypoBHedt KCI1, KC2, KC3, KBI, KB2, KAl kpunrorpadudeckoit
3aIUTHI IEPCOHAIBHBIX JAHHBIX, HE COACPKAIINUX CBEIEHUM, COCTaBIISIIOIIMX FOCYAaPCTBEHHYIO
TaliHy, ONPEJEJICHHbIX B MOPSAJIKE BO3PACTaHHUS KOJIMUYECTBA U YKECTKOCTU NPEAbSBISIEMbIX K
KPHUITOCPEICTBAM TpeOOBaHUM, M, COOTBETCTBEHHO, IIECTh KJIACCOB KPHUIITOCPEICTB, TAKXKE
ob6o3nauaembix uepes KC1, KC2, KC3, KB1, KB2, KAI.

VYpoBeHb  Kkpunrtorpauyeckoil  3alMTHl  NEPCOHAJBHBIX  JIaHHBIX, OOecreuynBacMoi
KPUIITOCPE/ICTBOM, OIPEAEIAETCS ONEpaTOpOM IyTEM OTHECEHHUS HapyLIMTENs, JIEeHCTBUSAM
KOTOPOT0 TOJKHO ITPOTUBOCTOSATH KPUIITOCPEICTBO, K KOHKPETHOMY THILY.

[Ipu oTHeceHMHU 3aKa3uMKOM HapymuTenss K tuny Hp KpunrocpeacTBo JOMKHO OOECHeunThb
Kkpunrorpaduueckyo 3amury 1no yposHto KC1, k tuny Hy — KC2, x Tuny Hz — KC3, x Tuny Hy —
KB1, x Tuny Hs — KB2, x Tuny He — KA1.

4.2. Paznmuuarot Tpu ypoBHs KC, KB u KA cnenuanbHON 3amuThl OT YTEYKH MO KaHajlam
NOOOYHBIX M3JIYYEHUH M HaABOJOK IPH 3alIUTE IMEPCOHAJBHBIX JAHHBIX C HCIOJIb30BAaHUEM
KpPUIITOCPENICTB.

IIpu otHecenun Hapymutens k tuny Hi-Hs nomxHa ObITh oOecrnieueHa cnerualibHas 3amuTa

no yposHto KC, xk Tuny Hs-Hs — o yposHio KB, k Tuny He — o yposHio KA.
4.3. B cnydae TpUHATHS ONEPATOPOM PEHICHHS O 3allUTe IEePCOHANBHBIX JaHHBIX B
UHPOPMALIMOHHOM cHCTeMe OT HECAaHKLIMOHMPOBAHHOIO JOCTylla B COOTBETCTBUM C
HopMmatuBHBIMH JokymMeHTamMu OCh Poccuu paznuuaror mects ypoHeit AK1, AK2, AK3, AK4,
AKS, AK6 3ammThl OT HECAHKUMOHUPOBAHHOIO JIOCTYNAa K MEPCOHAIbHBIM JIaHHBIM B
MH(OPMALIMOHHBIX CUCTEMAX, ONPEIEICHHBIX B MOPSIIKE BO3PACTAHUS KOJMYECTBA U KECTKOCTH
OpeIbABIsSEMbIX K CHCTEMaM 3allluThl TpeOOBaHMM, M, COOTBETCTBEHHO, ULIECTh KJIACCOB
nH(pOpMaAIMOHHBIX CUCTEM, Takxke o0o3HauaeMbix uepe3 AK1, AK2, AK3, AK4, AKS, AK6.

[Ipu oTHeceHUH 3aKa3uuKoOM HapymuTens Kk Tuny Hi B nH(pOpMalMOHHON cucTeMe JT0JKHA
ObITh OOecrieueHa 3aliuTa OT HECAaHKIMOHHUPOBAHHOTO JOCTYNA K MEPCOHAIBHBIM JaHHBIM IO
ypoBHi0 AKI, x Tuny H, — no yposato AK2, x Tuny Hz — o yposuro AK3, k Tuny Hs — no
ypoBHI0 AK4, x Ty Hs — o yposHto AKS, k Tuny He — mo yposaro AK6.

5. TpeGoBaHMs K KOHTPOJIIO BCTPAUBAHUS KPUNITOCPEACTBA

5.1. BcrpauBanue kpunrtocpeacts kiacca KC1 u KC2 ocymectBisiercss 6€3 KOHTPOJS €O
ctoposl ®CBH Poccunm (ecnm 3TOT KOHTPOJIb HE MPENYCMOTPEH TEXHMUYECKUM 33JaHMEM Ha
pa3paboTKy (MOACPHHU3AINIO) HHPOPMAIIMOHHON CHCTEMBI).

BerpauBanue kpunrtocpeacts kinacca KC3, KB1, KB2 u KAl ocymecTBisercs TONBKO MOJ
KOoHTpoJieM co ctopoHsl PCh Poccun.

5.2. BcerpauBanue kpunrocpenct kinacca KC1, KC2 wim KC3 moxer ocymecTBisTbest a100
caMHUM TIOJIb30BaTElIeM KPHUMNTOCPEICTBAa MPU HAIWYUU coOoTBeTcTByromed muieHsuu DPCh
Poccun, nmubo opranuzanmeii, umeromiei coorsercTByromryto aumen3uto @Ch Poccun.
BcerpanBanune kpunrocpenctsa kimacca KBI1, KB2 unu KAl ocymiecTtBisiercss opraHu3anuei,
uMerouieil coorsercTByroutyto aunensuo @Ch Poccun.

5.3. B xome xoutposs co croponbl ®CB Poccum BCTpauBaHUST KPUITOCPEJICTBA MOTYT
pelaThbesi, B YaCTHOCTH, CIEAYIOIINE 3aJa4Hu:



- TpoBepka TpeOOBaHUI JOKYMEHTAI[MM Ha KPUIITOCPEICTBO, OTHOCSIIUXCS K BCTPAWBAHUIO
KPUITOCPE/ICTBA, B TOM YHUCIIE:

0 aHaIM3 KOPPCKTHOCTH BCTpauBaHMI,

0 aHaJu3 MPAaBWIBHOCTH ()YHKIIMOHUPOBAHUS CUCTEMBI YIIPABIICHUS KIIFOYaMH;

- DKCIIEpUMEHTAlIbHAs MPOBEepKa pPabOTOCIOCOOHOCTH KPHUIITOCPEACTBA W IMPABUIBHOCTH
BBITIOJITHCHHS BO3JIO’KEHHBIX HAa HETO IEJICBBIX ()YHKIIHIA;,

- OLICHKAa BJIMUSHUA TEXHUYECKUX U TMPOrPAMMHBIX CPEJCTB, COBMECTHO C KOTOPBIMHU
MpeanojaraeTcsi  IMTaTHoe  (DYHKIMOHMPOBAHWE  KPUIITOCPEACTBA, Ha  BBIMOJHEHUE
MPEIBSIBISEMBIX K KPUIITOCPEICTBY TPEOOBAHUHA.

Meroarka U mporpaMMa KOHTPOJISI BCTpaMBaHUS KPUITOCPEICTBA pa3padaThIBAIOTCA M (HJIN)
O0OCHOBBIBAIOTCS  CIIELMAJIM3UPOBAHHOM  OpraHu3alMel, MpOBOJAIIEH  TEMaTUYECKHUE
HCCIIEIOBAHUST KPUIITOCPEACTBA, U coryiacoBbiBatoTcsi ¢ @Ch Poccum.
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