Tunosbie TpeGOBaAHNS 0 OPraHU3ANUM U 00ecnedYeHUI0 QYHKINOHNPOBAHUSA
mn@poBabHBIX (KpUNTOrpaguuecKnx) CpeacTs, MPeIHAZHAYEHHbBIX IS
3alUTHI HHPOPMALUH, HEe COAepKALIeH CBEACHUH, COCTABJISIOIIUX
roCcy1apCTBEHHYIO TaliHy, B CJIy4ae UX MCI0JIb30BaHUS JIsl 00ecnevYeHust
0€30I1aACHOCTH NEePCOHAIBbHBIX JAHHBIX NPU UX 00padoTKe B
UHPOPMALMOHHBIX CHCTEMAX MEPCOHAIbHBIX JAHHBIX

YTBepKACHBI
HavanpnukoM YnpapneHus o6pa3oBaHus
_ 10 _ampenst 2014r. N __ 168

1. O01HMe moJI0KeHu st

1.1. Hacrosmmue TpeOoBaHus ONpEeAensAOT MOPSAOK OpraHM3allMM U oOecreueHus
(YHKIMOHUPOBAHUS IU(PPOBAIBHBIX (KPUNTOrpauyecKux) CpeicTB, MpeJHa3HAYCHHBIX IS
3amThel WHGOpPMAIMK, HE COJEpKaIlel CBEJCHHH, COCTABISIOMIMX TOCYAApCTBEHHYIO TailHY
(aylee - KpUIITOCPENCTBO), B Cilydyae MX MCIIOJIb30BaHMs AJisi oOecriedeHus 0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX NpU HX 00paboTke B HMH(DOPMAIMOHHBIX CHUCTEMaxX IEPCOHATBHBIX
JAaHHBIX (nanee - nHGOpPMAIMOHHAS CUCTEMA).

1.2. Hacrosimue TpeboBanust pazpaboTaHbl BO UCIIOIHEHHUE:

- @enepanbHoro 3akoHa "O nepcoHanbHBIX JaHHBIX"' OT 27 utonsg 2006 r. N 152-03 (CraTtbs

19);

- TlonoxeHuss o6 obecriedeHHH O€30MACHOCTH MEPCOHAJBHBIX JAHHBIX NMPU HUX 00paboTKe B
MH(POPMALIMOHHBIX CHCTEMax MEepCOHAJBHBIX JaHHBIX, yTBepXKIeHHOTo [locTaHOBIECHHEM
[TpaButensctBa P® ot 17 Hos16ps 2007 . N 781 (nanee - [Tonoxenue);

- [onoxenus o @enepanbHoit cinyxbe O6e3onacHocTu Poccuiickoit @eneparuu, yTBepKIeHHOTO
Vkazom [Ipesunenta Poccuiickoit @eneparuu ot 11 aBrycta 2003 1. N 960.

1.3. Hacrosimue TpeboBanusi:

- SBIISIIOTCSL O0S3aTENBbHBIMU JIJISL OIEPaTopa, OCYIIECTBISIONIEr0 OO0pabOTKY MepCOHATBHBIX
JaHHBIX, a TaKXKe JIMI[a, KOTOPOMY Ha OCHOBAaHMM JOrOBOpa OIepaTrop mopydaer oOpaboTKy
NEPCOHANBHBIX JIAaHHBIX, U (WIN) JUIA, KOTOPOMY Ha OCHOBAHUU JIOTOBOPA OINEPATOp MOPYydaeT
OKa3aHHE YCIyr IO OpPraHM3alH W OOECICUYEHHWIO OEe30MacHOCTH 3allUThl IMEPCOHANBHBIX
JAHHBIX NPH UX 00paboTKe B MHPOPMALMOHHOM CHCTEME C HCHOJIb30BAHUEM KPUITOCPEICTB.
[Tpu 5TOM CyIIECTBEHHBIM YCIOBHEM JIOTOBOPA SIBJISIETCS] OOS3aHHOCTD YIIOJTHOMOUYEHHOTO JIMIIA
o0ecrneunTh KOH(PHIECHIMAIBHOCTh MEPCOHAIBHBIX JAHHBIX U O0€30MacCHOCTh MEPCOHAIBHBIX
JaHHBIX TpU HUX 00paboTKe B HMHPOPMAIMOHHON CHCTEME B Ccllydasx, HpPeayCMOTPEHHBIX
JeMCTBYIOIMM 3aKOHOATEIIbCTBOM;

- PacmpOoCTPaHSIOTCS HAa KPUIITOCPEACTBA, MpeJHA3HAYCHHBIE ISl oOecriedeHus] 0e30MmacHOCTH
MEPCOHANIBHBIX JIAaHHBIX TMPU UX 00paboTKe B WH(OPMAIMOHHBIX CHUCTEMax TEPCOHATBHBIX
JIaHHBIX, BCE TEXHUYECKHUE CPEICTBA KOTOPBIX HAaXoa4Tcs B npenenax Poccuiickonn denepaunu, a
TaKK€ B CHCTEMaxX, TEXHUYECKHE CPEACTBA KOTOPHIX YACTUYHO WJIA LEJIUKOM HaxXOAATCA 3a
npenenamu Poccuniickoit denepanuu;
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- HE OTMEHSIIOT TPeOOBaHUS WHBIX TOKYMEHTOB, PETJIAMEHTHPYIOIIUX MOPSIOK OOpalieHus co
cnyxkeOHoW wmH(pOpMaInuel OrpaHMYEHHOIO pachpocTpaHeHus B (eaepaabHBIX OpraHax
HUCIIOJHUTEILHOM BJIACTH.

Omnepatop ¢ ydeToM OCOOCHHOCTEH CBOEH JEATENbHOCTH MOXET pa3padaTeiBaTh HE
IpPOTUBOpEYAIllMEe HAcTOSMMM  TpeOoBaHUSIM  METOAMYECKHE PEKOMEHJAIMH 10  HX
MIPUMEHEHHUIO.

Hcnonb3yemble Ui Leneld HacTosAmMx TpeOOBaHUI TEPMHHBI M OIpEeNICHUs NMPUBEACHBI B
[Tpunoxenun 1.

2. Opranmzanuss u ofecrnieyeHne 0e30MACHOCTH O0pPadOTKM C HCIOJb30BaHHEM
MU (QPoBANBHBIX (KPUNITOTPAPHIECKHX) CPEACTB MEPCOHATBHBIX JAHHBIX

2.1. besonacHocTh 00pabOTKM MEPCOHATBHBIX JAHHBIX C HCIOJb30BAHHEM KPHUITOCPEICTB
OpPTraHU3YIOT U OOECIIEYMBAIOT OIEPATOpPhI, a TAKXKE JIMIA, KOTOPHIM HAa OCHOBAaHUH JIOTOBOPA
orepaTop mnopy4aer o0paboTKy MepCOHANBHBIX JAaHHBIX, U (UJIU) JIHIA, KOTOPHIM Ha OCHOBAaHUU
JIOTOBOpa OMEpaTop MOpydyaeT OKa3aHWe YCIYT IO OpTaHU3alUH U 00ecrieueHuI0 0e30macHOCTH
00paboTku B HH(DOPMALMOHHOW CHCTEME TMEpPCOHANBHBIX JIAHHBIX C HCIOJIB30BaHUEM
KPUTITOCPEJICTB.

Obecnieuenne 0€30MACHOCTH TEPCOHANBHBIX JAHHBIX C HCIOJIb30BAHHEM KPHIITOCPEICTB
JIOJDKHO OCYILIECTBIIATHCS B COOTBETCTBUH C:

1) Ilpukazom ®CB Poccuum or 9 despans 2005 r. N 66 "O6 yrBepxkaenun [lomoxenus o
pa3paboTke, MPOM3BO/ICTBE, peanuzanum " OKCILTyaTaliu M pOBaTBHBIX
(xpunrorpadpuueckux) cpeacts 3ammtel HHGopMmanuu ([Tonxoxenue [TK3-2005)";

2) Hocranosnenuem [lpaBurensctBa P® ot 29 nmexadbps 2007 r. N 957 "OO yrBepkaeHUH
NOJIOKEHUH O  JIMLUEH3UPOBAHUM  OTJCIBHBIX  BHMJIOB  JEATEIBHOCTH, CBSI3aHHBIX C
U PPOBaTbHBIMU (KPUNITOTpapUUECKUMH) CpecTBaMu";

3) MeroauueckuMu peKOMEHAALUIMU 10 OOECHEUEHUI0 C MOMOUIbI0 KPUIITOCPEICTB
0€30IaCHOCTH TEPCOHATBHBIX JAHHBIX MpPU UX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax
MEPCOHANIbHBIX JAaHHBIX C UCTIOJIb30BaHUEM cpencTB aBromaTtusanuu (N 149/54-144, 2008, ®Ch
Poccun);

4) Hacrosimumu TpeboBaHusiMu.

2.2. OmnepaTopbl HECYT OTBETCTBEHHOCTh 3a COOTBETCTBHE MPOBOAUMBIX UMH MEPOIPHUATHN IO
OpraHu3ali U oOecleYeHHI0 0e30MacHOCTH OOpadOTKMU C MCIOJIB30BaHMEM KPHUIITOCPEICTB
MEPCOHAIBHBIX JIaHHBIX JIMIEH3UOHHBIM TpPEOOBAHUAM M YCIOBHUSM, HKCIUIyaTallHOHHON U
TEXHUYECKOH TOKYMEHTALMU K KPUIITOCPECTBAM, a TaKXkKe HACTOSAIUM TpeboBaHUSIM.

HpI/I OTOM OIICpaTOPbI HOJIKHBI obecneuynBaTh KOMILIEKCHOCTD 3aIl0UTHI IICPCOHAJIBHBIX JAaHHBIX,
B TOM YHUCJIE ITIOCPEACTBOM NPUMCHCHHA HerI/IHTOFpa(i)I/I'-IeCKI/IX Cp€ACTB 3alllUThI.

2.3. Ilpu pa3paboTke © peadu3alud MEPONPHUITHIA IO OpraHu3alid W 00ECICYCHUIO
0€30MacHOCTH TIEPCOHATBHBIX JIAHHBIX TpH UX 00paboTke B HMH(POPMAIMOHHON CHCTEME
OTIepaTop WK YIOJIHOMOUYEHHOE OTIEPATOPOM JTUI0 OCYIIECTBIISET:
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- pa3paloTKy Ui KakaoW MH(OPMAITMOHHONW CHUCTEMbI NEPCOHAIBHBIX JAaHHBIX MOJAEIH yrpo3
0€30I1aCHOCTH NIEPCOHAIBHBIX JAHHBIX IIPU UX 00pabOTKeE;

- pa3paboTKy Ha OCHOBE MOJENIU YIrpo3 CHUCTEMbl OE30MaCHOCTH NEPCOHAIBHBIX JIaHHBIX,
obecreunBaronieil HEUTPATU3AIUIO BCEX MEPEUUCIICHHBIX B MOJIENN yTPO3;

- ompeneneHHe HEOOXOIUMOCTH  HCIOJIb30BAHHS — KPHUIITOCPEICTB Ui oOecreueHus
0€30I1aCHOCTH NEPCOHANIBHBIX JIaHHBIX U, B CIy4ae MOJIOKUTEILHOTO PEILeHHs, OIpeAeIeHUE Ha
OCHOBE MOJCJIIM yIpo3 LM HCIOIb30BAHUS KPUITOCPEACTB Ul 3aIUUTHI IEPCOHAIBHBIX
JAHHBIX OT HENPAaBOMEPHOIO WM CIy4alHOro IOCTyNa K HHMM, YHUYTOXXCHHS, M3MCHCHMS,
0JIOKHpOBaHUSI, KONMPOBAHUS, PACHpPOCTPAHEHUS MEPCOHANBHBIX JAHHBIX W (WJIM) HHBIX
HENpaBOMEPHBIX AEHCTBUH NPH UX 00palboTKe;

- YCTAHOBKY W BBOJ B 3KCILTyaTallUIO KPUIITOCPEACTB B COOTBCTCTBHUH C 3KCHHyaTaHHOHHOfI n
TEXHUYECKOM ,I[OKYMeHTaHHGﬁ K 3TUM CPCACTBAM;

- IIPOBEPKY T'OTOBHOCTH KPHUIITOCPEACTB K HCIIOJIB30BAHUIO C COCTABJICHHEM 3aKJIIOYCHUM O
BO3MOJXHOCTH HUX SKCILNTyaTalluu,

- 00y4€eHHUE JIMILI, UCIOJIb3YIOIINX KPUIITOCPEACTBA, padOTe C HUMH;

- HOSKSCMHHHpHHﬁ YUC€T HCIHOJIb3YEMBIX KPHUIITOCPCACTB, SKCHHyaTaHHOHHOﬁ A TEXHUYECKOH
JOKYMCHTAIlMU K HUM, HOCHUTENCH NEPCOHATIBbHBIX JAHHBIX;

- YUeT JIUII, JIOMYIIEHHBIX K padoTe C KpUITOCPEACTBAMHU, MPeTHA3HAYEHHBIMU JIJIsl 00€CIIeYeHUs
0€30IaCHOCTH  NEPCOHAJIBHBIX JIAaHHBIX B HMH(OpMAnMOHHOW cucteMe (MOJIb30BaTeNu
KpPUIITOCPE/ICTB);

- KOHTpPOJIb 3a COOJIOACHHEM YCIOBMM HCIOJB30BAaHUS KPHUIITOCPEICTB, IMPEIYCMOTPEHHBIX
DKCIUTYaTallMOHHOM U TEXHUYECKOM TOKyMEHTalUe! K HUM;

- pa3dMpaTeNbCTBO U COCTABJICHHE 3aKIIOUYEHUM MO (akTaM HapyLIeHUs YCIOBUN XpaHEHUs
HOCHUTEJIEH NEPCOHAIBHBIX JAHHBIX, UCIIOJIb30BAHUSA KPUIITOCPEACTB, KOTOPbIE MOT'YT IIPUBECTU
K HapyLIeHUIO KOH(HIEHIUAIbHOCTH IEPCOHAIBHBIX JAaHHBIX WM JPYTUM HapyLIEHUSM,
OPUBOJASALIMM K CHIDKEHHIO YPOBHS 3alMIIEHHOCTH MEPCOHAIBHBIX JAaHHBIX, pa3pabOTKy M
IOPUHATHE Mep MO0 NPEJOTBPAIICHUIO BO3MOXHBIX OMNACHBIX MOCIEACTBUM MOJOOHBIX
HapyILIECHUH;

- OIruCaHu€ OpPraHu3allMOHHBIX ©W TCXHHUYCCKUX MCpP, KOTOPBIC OIICpaTop 06513yeTc51
OCYIICCTBJIATE IIPpH obOecrieueHnr 0€30I1aCHOCTH NEPCOHATIBHBIX MOAaHHBIX C HCIIOJb30BaHUEM
KPHUIITOCPCACTB IIPpHU UX 06pa60T1<e B HH(bOpMaI_II/IOHHBIX CUCTCMAX, C YKA3aHUCM B YaCTHOCTHU:

a) MHJAEKCa, YCJIOBHOTO HAUMEHOBAHHUA M PETHCTPALlMOHHBIX HOMEPOB HCIOJIb3YEMBIX
KPUIITOCPEJICTB;

0) COOTBETCTBUS pa3MEILICHHUsS W MOHTaXXa amlmnapaTypbl 1 000pyIOBaHMs, BXOAIIETO B COCTaB
KPUNTOCPEACTB, TpPeOOBaHMAM HOPMATUBHOM JOKYMEHTAllMM W TpaBWIaM I0Jb30BAHUSA
KpUITOCPEICTBAMU;

B) COOTBETCTBUS MOMEIICHUI, B KOTOPOM pa3MEIEHbl KPUIITOCPEACTBA U XPAHUTCS KIIOUYeBas
JIOKYMEHTAIUS K HUM, HACTOSAIINUM TpeOOBaHMIM C ONMMCAHNEM OCHOBHBIX CPEJICTB 3aIUTHI;



r) BbinmosiHeHUsT TpeOoBaHUI K MaTepUalbHBIM HOCHUTENISAM OMOMETPHUECKUX MEPCOHATBHBIX
JAHHBIX W TEXHOJIOTUSM XPAaHEHMs TaKUX JAaHHBIX BHE WH(GOPMALMOHHBIX CUCTEM
IIEPCOHAIIBHBIX JIAHHBIX.

Ornucanue MPUHSITHIX MEP JOKHO OBITh BKIFOUEHO B YBEIOMIICHHE, IPEIyCMOTPEHHOE YaCThIO
1 crateu 22 ®@eaepasibHOro 3aKoHa "O mepcoHaNbHBIX JAHHBIX .

2.4. llonb3oBaTrenu KpUITOCPEACTB JOIMYyCKalTCd K paboTe C HUMH IO PEUICHHIO,
yTIBep)kaaeMomy omeparopom. [Ipu Hammuum 1Byx U Oosiee TOJb30BaTENEd KPHUIITOCPEICTB
00S3aHHOCTH MEXJIYy HHUMH JOJDKHBI OBITh paclpeleieHbl C Y4YeTOM MepCOHAIbHON
OTBETCTBEHHOCTH 3@ COXPAaHHOCTb KpPHUIITOCPEACTB, KIIIOUYEBOM, SKCIUIyaTallUOHHOW U
TEXHUUYECKOH TOKYMEHTAIIUH, a TAK)KE 33 MOPYyUYEHHBIE YUaCTKU PabOTHI.

2.5. Ilonmp30BaTeny KPUITOCPEACTB O0S3aHBI:

- HC pasriamarb I/IH(bOpMaIII/IIO, K KOTOpOﬁ OHM JAOIYHICHBI, B TOM 4YHCJIC CBCACHHUA O
KPHUIITOCPCACTBAX, KIIFOYCBBIX JOKYMCHTAX K HUM U JPYI'UX MCpax 3allUThI;

- cobmo1ath TpeboBaHus K 00ecreueHn0 0e30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, TPEOOBAHUS K
obecrieueHnI0 0€30MaCHOCTH KPUIITOCPEICTB U KITFOUEBBIX IOKYMEHTOB K HUM;

- COO6H_IaTL O CTaBIIMX UM HU3BCCTHBIMHU IIONBITKAX IMOCTOPOHHHUX JIMI IOJYUYUTH CBCACHUSA 00
HCIIOJIB3YCMbIX KPHUIITOCPCACTBAX HJIM KIIIOYCBLIX JOKYMCHTAX K HUM;

- HEMEIJIEHHO YBEIOMJISITh olepatopa O (¢akrax yTpaThl WM HEIO0CTayd KPUIITOCPEICTB,
KJIFOUEBBIX JOKYMEHTOB K HHUM, KJIIOYEH OT IIOMELICHUM, XpaHUIUL, JUYHBIX Ie4aTe U O
Ipyrux (pakTax, KOTOpbleé MOTYT MPHUBECTH K pa3IalIeHUI0 3allMIAaeMbIX MePCOHATBHBIX
JIAaHHBIX;

- CHAaTb KpHUIITOCPECACTBA, OIKCIUITYATAITMOHHYKO W TCXHHUUYCCKYIO HOOKYMCHTAIIMKO K HUM,
KIIFOYCBBIC JIOKYMEHTBI B COOTBCTCTBHM C TOPAAKOM, YCTAHOBJICHHBIM HACTOAIINMU
Tpe6OBaHI/I$IMI/I, IIpU YBOJIbBHCHUHN WM OTCTPAHCHUUN OT UCIIOJIHCHUA 065{33.HHOCTeI\/'I, CBA3aHHBIX
C UCITIOJIB30BAHUCM KPUIITOCPEACTB.

2.6. ObGecneueHne (HYHKIMOHHPOBAHUS W O€30MaCHOCTH KPHUITOCPEACTB BO3JIAaraeTcsl Ha
OTBETCTBCHHOTO  IIOJI30BATENsl  KPHUIITOCPEJCTB, HWMEIONIET0  HEOOXOJIUMBIH  yPOBCHB
KBaTM(DUKAIMK, Ha3HAYaeMOTO IMPHUKa30M oOleparopa (Janee - OTBETCTBEHHBIA MOJIH30BATEINb
KPHUIITOCPEJICTB).

JlorryckaeTcst BO3JIOKeHHE (DYHKIIUIA OTBETCTBEHHOTO TOJIH30BATEIISI KPUIITOCPE/ICTB Ha!

- OJIHOTO U3 IOJIb30BATENNEN KPUIITOCPEICTB;

- Ha CTPYKTYpHOE MOjpa3feiieHHe WM JO0JDKHOCTHOE JHIO (pabOTHHKA), OTBETCTBEHHBIX 3a
oOecrnieueHre Oe30MaCHOCTH MEPCOHATBHBIX TAHHBIX, HA3HAUYAEMBIX OIEPaTOPOM;

- Ha CIEHHATIBHOE CTPYKTYpHOE MOAPA3ACICHHE IO 3alUTe TOCYJapCTBEHHON TalHBI,
UCTIOJB3YIONIee JAJIsl 3TOT0 HIM(PPOBaATIbHBIE CPEICTBA.

2.7. OTBETCTBEHHBIC IMOJB30BATEIN KPHUITOCPEACTB JIOMKHBI HMETh (DYHKIIHOHAIBHBIC
00s13aHHOCTH, pa3paboTaHHBIC B COOTBETCTBUH C HACTOAIIUMU TpeOOBaHUIMHU.
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2.8. Ilpu ompeneneHu 005S3aHHOCTEH MOIB30BATENsI KPUNTOCPEACTB HEOOXOIUMO YUUTHIBATH,
41O 0€30IaCHOCTh O0Pa0OTKH C HCIOJB30BAHUEM KPHIITOCPEJACTB IEPCOHAIBHBIX JTaHHBIX
o0ecrieunBacTc:

- COOJIIOJICHHEM II0JIb30BATEISIMH KPHUIITOCPEICTB KOH(PHUACHIMATLHOCTH HpU O0OpameHnu co
CBEJICHUSAMH, KOTOPHIE MM JOBEPEHbI WIM CTaId HM3BECTHBI 1O paboTe, B TOM 4YHCIE CO
CBEICHUSIMH O (DYHKIIMOHHUPOBAHWU M TIOpsIKE oOecredeHus: 0e30IacHOCTH TMPUMEHSIEMBIX
KPHIITOCPE/ICTB U KITFOUEBBIX JOKYMEHTAX K HUM;

- TOYHBIM BBIIIOJIHCHUEM IIOJB30BATCIIIMU  KPHUIITOCPEACTB Tpe60BaHI/II71 K 00ecIlevYeHuIo
0e3011acCHOCTH NCPCOHAJIBHBIX JAHHBIX;

- HAJCKHBIM  XPAaHEHHEM OKCIUTyaTallMOHHOM W  TEXHUYECKOW JOKYMEHTAllMH K
KPUIITOCPEICTBAM, KJIIOYEBBIX JIOKYMEHTOB, HOCHTENIeH HHPOpPMAIUU  OTPAaHUYEHHOTO
pacrnpocTpaHeHUS;

- obecrieueHuEM INPUHATBIX B COOTBCTCTBHH C Tpe6OBaHI/I${MI/I K MaTCpuaJIbHbIM HOCHUTCIIAM
6I/IOM€TpI/I‘~I€CKI/IX NEPCOHAJTIBHBIX JOAaHHBIX W TCXHOJIOTHAM XpPAaHCHUSA TaKUX JaHHBIX BHE
PIH(l)OpMaI_II/IOHHBIX CUCTCM IICPCOHAJIBHBIX TAHHBIX MCP;

- CBOCBPCMCHHBIM BBISABJICHUCM IIOIIBITOK IOCTOPOHHUX JIML TIOJYYHUTb CBCACHHA O
3alIIIACMbIX TMCPCOHAJIBHBIX OAHHBIX, 00 HCIOJIb3YEMbIX KPUITOCPCACTBAX HJIM KIIHOYCBBIX
AOKYMCHTAaX K HUM;

- HEMEJUICHHBIM TPUHATHEM MEp 10 TMPEAYNPEKACHUIO pasTialieHUus] 3allUIIaeMbIX
MEPCOHANBHBIX JIAaHHBIX, & TaK)Ke BO3MOXKHOW MX YT€UKH MPU BBISIBICHUH (PAKTOB yTPaThl WIH
HEJIOCTaul KPHUMNTOCPEACTB, KIIOUEBBIX JOKYMEHTOB K HHUM, YIOCTOBEPEHHH, IPOIYCKOB,
KITIOUYEH OT MOMEIIeHHH, XpaHWIHIL, ceii(oB (METAITHUECKUX MKa(pOB), TUYHBIX MeUaTeil u T.11.

2.9. Jluma, odopmisemple Ha pa0OTy B KauecTBe MOJb30BarTesiell (OTBETCTBEHHBIX
MOJIH30BATENCH ) KPUIITOCPEICTB, NOKHBI OBITH O3HAKOMJIEHBI C HACTOSIIUMU TpeOoBaHUSIMH U
JPYTUMH JTOKYMEHTaMH, pPerjJaMeHTUPYIOIIMMHU OpraHu3aluio U obecredeHrne 0e30macHOCTU
NEPCOHAIBHBIX JIAaHHBIX NPHU MX 00pabOTKe B MH(POPMAIMOHHBIX CHUCTEMaxX, MOJ PACHUCKY U
HECYT OTBETCTBEHHOCTb 3a HECOOJIOJIeHHe UMM TpeOOBaHMM YKa3aHHBIX JOKYMEHTOB B
COOTBETCTBUM C 3aKOHOJATENBCTBOM Poccuiickon denepanuu.

2.10. Tekymmii KOHTpoib 3a oOpraHusauuMedl u obOecrneueHueM (QYHKIHOHUPOBAHUS
KPUIITOCPENICTB BO3JIaracTcs Ha Oleparopa U OTBETCTBEHHOI'O IOJIb30BATENsI KPUITOCPEICTB B
npejenax ux ciy>KeOHbBIX MTOTHOMOYHH.

2.11. Koutponp 3a opraHuzanuei, obOecrneuyeHrueM (QYHKIHOHHUPOBAHUS U O€30MacHOCTH
KpI/IHTOCpeI{CTB, HpeJIHa?;Ha‘—IeHHBIX JJIs1 3alIUTHI HepCOHaJ'II)HBIX JAHHBIX HpI/I nux o6pa60TI<e B
WH(OPMAIIMOHHBIX CHUCTEMax IEePCOHANBHBIX JAHHBIX, OCYIIECTBISIETCS B COOTBETCTBHH C
JIEUCTBYIOIIAM 3aKOHOAATENBCTBOM Poccuiickoit denepanuu.

2.12. B cinyyae He0OXOIUMOCTH B3aUMOJIEHCTBUS ONEPATOPOB MHPOPMAIIMOHHBIX CUCTEM IMPHU
UCTIOJIb30BaHUM KPUIITOCPEICTB JUIsl oOecrieueHus: 0e30MacHOCTH 0OpabOTKH MepCOHAIBHBIX
JAHHBIX JUIsI OpraHu3alMM B3aUMOJCHCTBUS KPUNTOCPEACTB IO PEIICHUI0 OIepaTopoB
NEPCOHANBHBIX JaHHBIX BBIIENAETCS KOOPAWHUPYIOIIUI OpraH, OTBETCTBEHHBIN 3a oOecreueHne
0€30I1aCHOCTH NEPCOHANIBHBIX JaHHBIX, YKa3aHUS KOTOPOTO SABJISIIOTCS 0043aTeNbHBIMU JUIS BCEX
I10JIb30BATENEH KPUIITOCPEACTB.



3. Ilopsinok oOpamieHHusi ¢ KPUNTOCPEACTBAMM M KPUNTOK/JIKYaMU K HUM. Meponpusrus
NPH KOMIIPOMETAIINY KPUNITOKJII0Yei

3.1. Ilonmb30BaTeNM KPUNTOCPEACTB OOSI3aHBI:

- He pa3riiaiaTh MH(MOPMAIUIO O KIFOUEBbIX TOKYMEHTAaX;

- HE JI0NyCKaTh CHATHE KOIUH C KJIFOUEBBIX JJOKYMEHTOB;

- HE JI0IIyCKaTh BBIBOJ KJIFOUEBBIX JOKYMEHTOB Ha quctuiei (MmonuTop) II9BM wnu npunrep;
- HE JIOIYCKaTh 3alMCH HA KIIOUYEBOM HOCUTENb TOCTOPOHHEH HH(pOpMaINK;

- HE JI0IIyCKaTh YCTAHOBKH KJIFOYEBBIX JIOKYMEHTOB B Apyrue [IIDBM.

3.2. IIpu HeoOX0IMMOCTH MepeIayl 0 TEXHUUYECKUM CPEACTBAM CBSI3U CIYKEOHBIX COOOIICHHI
OTPAaHMYEHHOTO JIOCTYIA, KACAOIIMXCS OpTraHuM3aluu W obecredeHus (QYHKIHOHHPOBAHUS
KPUINITOCPE/ICTB, YKa3aHHbIE COOOIIEHUS HEOOXOOUMO MepeAaBaTh TOJIBKO C HCIHOJIb30BAHUEM
kpunrocpencts. [lepenaya mo TeXHUYECKUM CPEICTBAM CBSI3M KPUMNTOKIIOYEH HE JOMyCKaeTcs,
32 UCKIIFOYCHHEM CIICIIMAJIbHO OPTaHM30BAaHHBIX CHUCTEM C JCICHTPAIN30BAaHHBIM CHA0XKEHUEM
KPUIITOKJIFOUYAMH.

3.3. Kpurnrocpencrsa, UCTIOIb3yeMbIE JJi 00ecredeHus 0€30MacCHOCTH MEPCOHANBHBIX JaHHBIX
npu ux o0paboTke B MHPOPMALMOHHBIX CHUCTEMaX, IOJICKAT Y4ETy C HCHOJIb30BAHUEM
HHJCKCOB UJIN YCIIOBHBIX HauMEHOBaHUU U PEruCTpaliuOHHBIX HOMCPOB.

[lepeyeHb MHIEKCOB, YCIOBHBIX HAUMEHOBAHUN M PErHMCTPALIMOHHBIX HOMEPOB KPHUNTOCPEACTB
onpenensiercs PeaepanbHOi ciryx0oi 6e3omacHoctu Poccuiickoii deneparnmu.

3.4. HUcnonb3yeMble WU XpaHUMbIE KPUITOCPEJCTBA, SKCIUIyaTallUOHHAs M TEXHUYECKas
JOKyMEHTaluss K HHUM, KIIOYEBbIE JOKYMEHTBHI IIOJIEKAT IO3K3EMILUIIPHOMY  Y4YETY.
Pexomennyembie ¢opmbl mpuBeaeHsl B llpunoxkenun N 2. [lpm sTOoM mnporpammubie
KPHUIITOCPEACTBA JOJDKHBI YUUTHIBATECS COBMECTHO C allapaTHbIMU CPEACTBAMH, C KOTOPBIMHU
OCYIIECTBIISIETCS MX IITaTHOEe (yHKIMOHUpoBaHue. Eciu anmapaTHble WIM anmapaTHO-
[IPOrpaMMHBIE KPHUIITOCPEACTBA IOAKIIOYAIOTCS K CHUCTEMHOM IIMHE WIM K OJHOMY H3
BHYTPEHHUX MHTEp(EICOB ammapaTHbIX CPEJICTB, TO TaKH€ KPUIITOCPEACTBA YUUTHIBAIOTCS
TaK)K€ COBMECTHO C COOTBETCTBYIOIIMMHU allapaTHbIMUA CPEACTBAMU.

EnvHunell mosK3eMIUIIPHOTO y4yeTa KIIIOUEBBIX JOKYMEHTOB CUMTAETCS KIIOYEBOM HOCHUTEIb
MHOTOKPAaTHOT'O MCIOJIb30BaHUs, KJIF0UeBOI 0JI0KHOT. Eciu olMH U TOT k€ KJIF0UeBOIl HOCUTENh
MHOTOKpPAaTHO HCHOJB3YIOT JUIsl 3alUCH  KPUNTOKIIOUEH, TO €ro KaxkIplid pa3 cleayeT
PErUCTPUPOBATH OTAEIBHO.

3.5. Bce MOJIYUYCHHBIC J3K3CMIUISPbI KPHUIITOCPEIACTB, BKCHHyaTaHHOHHOﬁ U TEeXHUYECKOM
JOKYMCHTAIlUM K HHM, KIKOUYCBBIX JOKYMCHTOB OOJIKHBI OBITE BbIJIAaHBI I10J] pPaCIHCKy B
COOTBCTCTBYIOIICM  KYPHAJIC MO3K3CMIINIIPHOTO YUYCTa MOJb30BATCIAM  KPUITOCPCIACTB,
HECYIIVM IIEPCOHAIBHYIO OTBETCTBCHHOCTE 3a UX COXPAHHOCTD.

OTBeTCTBEHHBIN IOJIb30BATENNb KPUIITOCPEACTB 3aBOAUT M BEACT HAa KAXKAOIO IOJIB30BATENS
KPHUIITOCPEICTB JINLIEBOU CUET, B KOTOPOM PETMCTPUPYET YUCIALIUECS 34 HUIMU KPUIITOCPEICTBA,
SKCIUTYaTallMOHHYIO M TEXHUYECKYIO TOKYMEHTALMUIO K HUM, KIIFOUEBBIE JOKYMEHTBI.



3.6. Ecim »5KCIulyaTallMOHHOM M TEXHMYECKOM JOKyMEHTaluMedl K KpUIITOCPEACTBAM
IIPEyCMOTPEHO NPUMEHEHHUE Pa30BBbIX KIIIOUEBBIX HOCUTENIEH WM KPHUITOKIIOYH BBOIAT U
XpaHAT (Ha BECb CPOK MX JEMCTBHSI) HENOCPEACTBEHHO B KPUITOCPEICTBAX, TO TAKOW pPa3oBBIN
KJIIOYEBOM HOCHUTENb WINM 3JIEKTPOHHAs 3alMCh COOTBETCTBYIOIIEIO KPUITOKIIOYA JOJDKHBI
pPETUCTPUPOBATHCSI B TEXHUYECKOM (ammapaTHOM) J>KypHajie, BEAYLIEMCS HEIOCPEIACTBEHHO
I0JIb30BATEIEM KPUIITOCPEACTB. B TeXHHYECKOM (amlmapaTHOM) >KypHalle OTpPakatoT TaKKe
JaHHble 00 DJKCIUTyaTalldd KpPUITOCPEACTB M JPYrde CBEIACHHS, MPEIyCMOTPEHHBIC
SKCIUIyaTalMOHHOM M TEXHUYECKOM JOKyMEHTalued. B UWHBIX cioydasx TEeXHUYECKUH
(ammapaTHbIN) XKypHaJI Ha KPUIITOCPEACTBA HE 3aBOAMTCA (€CIM HET NPSMBIX YKa3aHUH O €ro
BE/ICHUU B HKCIUTyaTal[MOHHON WJIM TEXHUYECKOM TOKYMEHTALMU K KpUITocpeaAcTBaM). Tumnosas
¢dopma TeXHUYECKOTo (anmapaTHOro) xypHaia npusenaeHa B [Ipunoxenun N 3.

3.7. llepenaya KpUNTOCPEACTB, SKCIUTYaTAllMOHHOM M TEXHUYECKOM JTOKYMEHTAllUU K HUM,
KITFOYEBBIX JJOKYMEHTOB JOIMYCKAETCS TOJIBKO MEXIY MOJIb30BATEIAMHU KPUIITOCPEACTB U (WIIN)
OTBCTCTBCHHBIM I10JIb30BATCIIEM KPHUIITOCPECACTB IMOA PACIIMCKY B COOTBCTCTBYIOIIHX KYypHaIax
MO3K3EMIUISIPHOTO yd4eTa. Takas mepeiada MEXIy MOJIb30BaTENIMU KPUIITOCPEACTB JIOJIKHA
OBITH CaHKIIMOHHWPOBAaHA OTBECTCTBCHHBIM I10JIL30BATCIICM KPUIITOCPECACTB.

3.8. Ilosb30Barenu KpUITOCPEJCTB XpaHIT HHCTALIUPYIOLIME KPUIITOCPEACTBA HOCHUTENH,
9KCIUIYaTallMOHHYI0 M TEXHMYECKYI0 JIOKYMEHTAllUI0 K KPHUIITOCPEICTBAM, KIIIOUEBbIE
JOKYMEHTHI B IKadax (AIuKax, XpaHWIUINAX) WHAWBUIYAIBHOTO TOJB30BaHUS B YCIOBUSX,
UCKJTIOYAIOIIUX OECKOHTPOJIBHBIM JOCTYHI K HUM, a TAaKXKe UX HEeIPEeJHAMEPEHHOE YHUUTOKEHHE.

[Tosib30BaTeny KPUOTOCPEICTB IMPEAYCMATPUBAIOT TAKXKE pa3/ielIbHOE O€30IacHOe XpaHEHUe
JEHCTBYIOLIMX M PE3EPBHBIX KIIFOUEBBIX JOKYMEHTOB, MPEAHA3HAUYECHHBIX JUIsl MPUMEHEHUS B
ClIy4ae KOMITPOMETAIUH JEUCTBYIOIINX KITFOYEBBIX JTOKYMEHTOB.

3.9. AmnmapaTHble CpEICTBa, C KOTOPBIMHM OCYIIECTBIISIETCA IUTaTHOE (YHKIMOHUPOBAHHE
KPUIITOCPENCTB, a TAKXKE alapaTHbIE W alllapaTHO-IPOrPaMMHBIE KPUITOCPEACTBA JOJIKHBI
ObITH 00OpY/IOBaHbl CPEACTBAMU KOHTPOJS 3a MX BCKPBITHEM (OleyaTaHbl, OMJIOMOUPOBAHBI).
Mecro oneuarbiBaHus (OIUIOMOMPOBAHUS) KPUITOCPEACTB, allapaTHBIX CPEJCTB JOKHO OBITh
TaKUM, 4YTOObI €ro MOXXKHO OBLJIO BU3YyaJIbHO KOHTPOJIMpOBaTh. Ilpu Hamuuuu TeXHUYECKOU
BO3MO)XHOCTH Ha BpeMs OTCYTCTBHUS II0Jb30BaTENIEll KPUIITOCPEICTB YKa3aHHBIE CpPEICTBA
HE00XO0UMO OTKJII0YATh OT JIMHHUHM CBSI3U M YOUpaTh B Oll€YaThIBAEMbIE XPaHUIMILA.

3.10. KpunrocpeacTa U KiIr04eBble JOKYMEHTHI MOTYT JOCTaBIATHCS (Deababerepckoi (B TOM
Yucia€ BEJOMCTBEHHOM) CBS3bI0O WM CO CIEHUAIBHO  BBIJCJICHHBIMH  OIEPATOPOM
OTBETCTBEHHBIMH I0JIb30BATENSIMU KPUNTOCPEACTB U COTPYJHUKAMU HpPU COOIIOJECHUH MeEp,
UCKJTIOYAIOMIUX OECKOHTPOJBHBIA JOCTYN K KPHUITOCPEACTBAM M KIIOYEBBIM JOKYMEHTaM BO
BpEMsI IOCTaBKH.

SKCHJ'IyaTaI_II/IOHHyIO U TCXHUYCCKYIO NOKYMCHTAIUIO K KPUIITOCPCACTBAM MOKHO N EPCChHUIATH
3aKa3HbIMHA WJIN HEHHBIMHA ITOYTOBBIMHA OTIPABJICHUAMU.

3.11. Jlyiis mepechlTKH KPUMITOCPEACTB U KITIOUEBBIX JOKYMEHTOB OHHU JIOJKHBI OBITH TTOMEIIEHBI
B IPOYHYIO YIAKOBKY, MCKIIOYAIONIYI0O BO3MOXKHOCTb HX (PU3UYECKOTO TOBPEKACHUS U
BHEIIHETO BO3JEHCTBUS, B OCOOGHHOCTM Ha 3alMCAaHHYK KIIOYEBYI0 HH(POpMAIHIO.
Kpunrocpencrsa mnepecbulaloT OTAEIBHO OT KIIIOYEBBIX JAOKYMEHTOB K HUM. Ha ymakoBkax
YKa3bIBAIOT OIlepaTopa WU OTBETCTBEHHOTO MOJIb30BATENSl KPUIITOCPEACTB, Ui KOTOPBIX 3TU
YIAKOBKM IpenHa3HaueHbl. Ha Takumx ynakoBkax jenaroT nomerky '"JInuno". YmakoBku
OMEeYaThIBAIOT TaKUM O00pa3oM, YTOObI HUCKJIIOYAlach BO3MOXHOCTh W3BJICUEHUS M3 HUX
COJIEPKUMOTO 0€3 HapyIICHHs YIIaKOBOK U OTTUCKOB I1E€YATH.



Jlo mepBoHayaIbHOW BBICBUIKM (WJIM BO3BPALICHUS) aJipecaTy COOOLIAIOT OTAEIbHBIM MHChMOM
OIHCaHKE BBICHUIAEMbIX €MY YIIaKOBOK M Ile4aTeil, KOTOPbIMU OHU MOT'YT ObITh OII€YaTaHBI.

3.12. Jlna mepechbUIKH KPUITOCPEACTB, AKCIUTYaTAIIMOHHONM M TEXHMYECKOW JOKYMEHTAllMU K
HUM, KJIIOUEBBIX JOKYMEHTOB CIJIEyeT MOATOTOBUTH COMPOBOJAMUTEIBHOE MHUCHMO, B KOTOPOM
HEO0OXOUMO YKa3aTh: YTO MOCHLIAETCA U B KAKOM KOJMYECTBE, YUETHbIC HOMEpa U3ACIU WIn
JOKYMEHTOB, a TakXe TMpU HEOOXOIMMOCTH HAa3HAYCHHE ¥ TOPSAJOK HCIOJb30BaHUS
BBICBbLIIAEMOro oTipanieHus. COpoBOAUTENLHOE MUCHMO BKIIAIBIBAIOT B OJJHY U3 YIIAKOBOK.

3.13. Ilosy4eHHBIE YNIAaKOBKH BCKPBIBACT TOJIBKO ONEPATOP WJIM OTBETCTBEHHBIN I0JIb30BATEIb
KPHUIITOCPEACTB, Il KOTOPBIX OHM IIpEJHA3HAYEHbl. Eciu copepKUMoe NOJIy4eHHOW YIIaKOBKHU
HE COOTBETCTBYET YKa3aHHOMY B COIPOBOJUTENIBHOM IMCbME MJIM CaMma YIaKOBKa U II€4aTh - UX
ONMHUCAHUIO (OTTUCKY), a TaK)KE €CIIM YIaKOBKa MOBPEXAEHA, B pPe3yjbTaTe 4ero oopa3zoBajcs
CBOOOJHBIN JIOCTYIl K €€ COACPKHMOMY, TO IOJIyyaTelb COCTABISET aKT, KOTOPBIH BBICHUIAET
oTnpaBuTento. IlosydeHHbIE C TakMMM OTIPABICHUSMHM KPUITOCPEIACTBA M  KIIOUYEBBHIE
JIOKYMEHTBI J10 ITOJIyYE€HHs YKA3aHUW OT OTIPABUTEIS IPUMEHATH HE Pa3pelacTcs.

3.14. Tlpu oOHapyxeHHH OpaKOBaHHBIX KITFOYEBBIX JOKYMEHTOB WJIM KPHUIITOKIIOYEH OJUH
9K3EMIUIAp OpaKOBAaHHOTO W3JETHUS CIEAyeT BO3BPATHTh W3TOTOBUTENIO JISl YCTAaHOBIICHUS
MPUYHMH NMPOUCIICNIETO U UX YCTPAHEHUS B JATbHEHIIIEM, a OCTaBIINECS IK3EMIUIIPbl XPaHUTh
JI0 TIOCTYIUICHUS JOTIOJTHUTEIbHBIX YKa3aHUM OT U3TOTOBUTEIIS.

3.15. IlomyueHue KpPUMNTOCPEICTB, IKCIUIYaTallUOHHOW M TEXHUYECKOW NOKYMEHTAIUU K HUM,
KJIFOUYEBBIX JIOKYMEHTOB JIOJDKHO OBITh TOJATBEPKACHO OTIPABUTEIIO B COOTBETCTBUHM C
MOPSIKOM, YKa3aHHBIM B CONPOBOJUTENHLHOM mHcbMe. OTHpaBUTENh 005S3aH KOHTPOIHPOBATH
JIOCTaBKY CBOWX OTIpaBlieHWW aapecaraMm. Ecnu oT ajmpecata CBOEBPEMEHHO HE TMOCTYITHIIO
COOTBETCTBYIOIIETO MOJATBEPKIAEHHUSA, TO OTIPaBUTEIb JAODKEH HANpaBUTh €My 3alpoc M
MIPUHATH MEPBI K YTOUHEHHUIO MECTOHAXO0XACHUS OTIIPABIICHUMN.

3.16. 3aka3 Ha U3TOTOBJIEHUE OYEPEIHBIX KIIOUYEBBIX JOKYMEHTOB, UX U3TOTOBIIEHUE U PACCHUIKY
Ha MecTa UCMOJIb30BAaHUS JJIi CBOEBPEMEHHOM 3aMEHbI JIEHCTBYIOIIMX KIIHOYEBBIX JTOKYMEHTOB
ClIelyeT MPOU3BOJAUTH 3a0JIarOBpeMEHHO. YKa3aHUE O BBOJIE B JCHCTBHE OUYEPEIHBIX KIIFOUEBBIX
JIOKYMEHTOB MOXeET OBbITh JaHO OTBETCTBEHHBIM IOJIb30BaTEIEM KPHUIITOCPEJACTB TOJIBKO IMOCIE
MOCTYIUICHUSI OT BCEX 3aMHTEPECOBAHHBIX ITOJIB30BATENCH KPHUIITOCPEICTB IMOATBEPKIACHUS O
MOJYYEHUU MU OYEPEIHBIX KIFOUEBbIX JTOKYMEHTOB.

3.17. Hencnoyib30BaHHBIE WM BBIBEJACHHBIE W3 JEHCTBUS KIIIOYEBBIE JOKYMEHTHI MOJIEKAT
BO3BPALIEHUIO OTBETCTBEHHOMY I10JIb30BATEII0 KPUIITOCPEACTB WM IO €r0 YKA3aHHUIO JOJIKHBI
OBITh YHUYTOXKEHBI HA MECTE.

3.18. YHMUTOXXEHHE KpUNTOKIIOYEeH (MCXOAHOM  KIoueBOM  MH(OpMalMM)  MOXKET
IPOM3BOUTHCA MyTeM (U3NYECKOTO YHHUTOXKEHHS KIIOYEBOIO HOCHUTENS, Ha KOTOPOM OHH
pacrojoXKeHbl, WIM IyTeM CTHpaHus (pa3pyllieHHs) KPUNTOKIIOUeH (MCXOAHON KIIHo4eBOn
uHpopmanuu) 0e3 MOBPEXKIECHUS KIIOUEBOr0 HOCHTENs (U1 oOecrieueHHs] BO3MOXKHOCTH €ro
MHOTOKPAaTHOT'O UCIOJIb30BaHUS).

Kpunroxmoun (UCXOAHYIO KIIOUEBYIO MH(OPMAIIMIO) CTUPAIOT MO TEXHOJOTHH, IPUHATON A
COOTBETCTBYIOIIMX KJIIOYEBBIX HOCHUTENIEH MHOTOKPATHOI'O HCIOJIb30BAaHUS (AMCKET, KOMIIAKT-
muckoB (CD-ROM), DataKey, SmartCard, TouchMemory u T1.11.). Henocpencrsennsie neiictus
M0 CTUPAHUIO KPUNTOKIIOUEH (MCXOMHOW KIIIOYeBOM WHQOpManuM), a TakKe BO3MOXKHBIC
OTpaHMYEHHUS Ha JalbHEHIIee NPUMEHEHHE COOTBETCTBYIOIIMX KIIOYEBBIX HOCHTEJIEH
MHOTOKPATHOTO HCIOJIb30BAaHUSI PETJaMEHTUPYIOTCS OSKCIUTyaTallUOHHOW U TEXHHYECKOH



JOKYMEHTAlMel K COOTBETCTBYIOIIUM KPUITOCPEICTBAM, a TAKXKE YKa3aHUSIMU OpraHU3ALINH,
MIPOM3BOIMBIIIEH 3aIUCh KPUNTOKIIIOYEH (MCXOIHOM KITF0OUeBOW HH(MOpMAIUN).

KiroueBble HOCHUTENM YHUYTOXKAIOT IIyTEM HAHECEHUS KM HEyCTPaHUMOro (hU3MYECKOTo
MOBPEKICHMSI, MCKIIOYAIOIIEr0 BO3MOXHOCTh MX HCIIOJIB30BAHMS, a TaKKE BOCCTAHOBJICHUS
KIroueBoi nHpopmanuu. HemocpencTBeHHbIe ASHCTBHUS 10 YHUYTOXKEHHIO KOHKPETHOTO THIIA
KJIFOYEBOT'O HOCUTENS PEMIAMEHTUPYIOTCS IKCIUTYaTAlIMOHHON U TEXHUYECKON JOKYMEHTALMEN K
COOTBETCTBYIOIIIMM KPHUINTOCPEACTBAM, a TaKK€ YKa3aHUSIMHU OpraHu3aluy, MPOU3BOIMBIIECH
3aMMCh KPUMITOKITIOUEH (MCXOJHOM KITIOUEBOW HHPOPMALIUN).

BymaxkHpie M TpouYMe CropacMbie KIIOYECBBIC HOCUTEIHM, a TaKKe OKCIUTyaTallHOHHYIO |
TEXHUYECKYI0 JIOKYMEHTAI[MI0O K KPHIITOCPEICTBAM YHUUYTOXKAIOT IyTeM COKUTAHHUS WIH C
MIOMOIIIBIO JTIOOBIX OymMaropes3areabHbIX MaIllvH.

3.19. Kpuntocpencrtsa yHUUYTOXKAIOT (YTHIM3UPYIOT) MO PELICHUIO OIepaTopa, BIIAJCIOIIETO
KPUITOCPEICTBAMHU, U C YBEIOMJIEHUEM OpPraHu3allly, OTBETCTBEHHOM B cooTBeTcTBUM C [IK3-
2005 3a opraHu3aLMIO NO3K3EMIUISIPHOIO y4eTa KPUIITOCPEACTB.

HameueHHble K yHMYTOXKEHHIO (YTHJIM3alMM) KPHUIITOCPEACTBA MOAJEKAT W3BATUIO U3
amnmapaTHbIX CpPEACTB, C KOTOPHIMH OHHM (yHKIMOHUpoBaiW. [Ipm 3TOM KpHNTOCpEACTBa
CYMTAIOTCA M3BATBIMU M3 aNIApaTHBIX CPEICTB, €CJIM HCIOJHEHA IPEAyCMOTPEHHAs
IKCIUTYaTallMOHHOW M TEXHUYECKOM JOKYMEHTAMEN K KPUITOCPEACTBAM IIPOLIEAYPA YAAICHUS
IPOrPaMMHOI0 0OecleuYeHusI KPUIITOCPEICTB U OHU MOJHOCTHIO OTCOEJUHEHBI OT amnapaTHbIX
CPEJICTB.

3.20. Ipuromnble IS MadbHEHIIETO HCIIONB30BAHUS Y3JIbI M JCTATU allapaTHBIX CPEICTB
oOmiero Ha3HaueHUs, HE TMpeJAHA3HAUEHHBIC CIHEIHAIbHO [JIs ammapaTHOW peaau3aluu
KpUNTOrpaMuecKux ajrOpuTMOB WM HMHBIX (DYHKIIUH KPHIITOCPEJCTB, a TaKKE COBMECTHO
paboTaroriee ¢ KPUOTOCPEACTBAMU 00OpydoBaHHe (MOHHTOPBI, TPUHTEPHI, CKaHEpPHI,
KJIaBHaTypa W T.II.) pa3pemiaeTcs HCIOIb30BaTh IIOCIE YHHYTOXXEHHUS KPHUITOCPEACTB 0Oe3
orpannueHuit. [Ipu 3Tom uHpOpManMsi, KOTOpas MOXKET OCTaBaThCsl B YCTPOMCTBAX MaMSTH
obopynoBaHus (HallpuMep, B MPUHTEPaAX, CKaHepax ), JoKHa OBITh HAJEKHO yaalieHa (CTepTa).

3.21. KitoueBble [OKYMEHTHI JIOJDKHBI OBITb YHHYTOXKEHBl B CPOKH, YKa3aHHbIE B
AKCIUTYaTal[MOHHOM M TEXHUYECKOW MOKYMEHTAllUd K COOTBETCTBYIOUIUM KPHUITOCPEICTBAM.
Ecin cpok yHHYTOXEHMS SKCIUTyaTallUOHHOW M TEXHUYECKON HOKYMEHTAIMEN HE YCTaHOBIIEH,
TO KJIFOUEBbIE TOKYMEHTHI JOJKHBI OBITh YHUUTOXKEHBbI He mo3aHee 10 cyTok mociie BhIBOJA UX
u3 JeiictBus  (OKOHUaHMS cpoka JeiictBusi). PakT yHUUTOXKEHHs odopmisercss B
COOTBETCTBYIOIIMX JKypHaJlax IOAK3EMIUIIPHOTO Yydera. B 3T ke CpOKM € OTMETKOH B
TEXHUYECKOM (anmapaTHOM) KypHaJIe MOAJIEKAT YHUUTOKEHHIO pa30BbIe KIIIOUEBbIE HOCUTENHU U
paHee BBEJIEHHAS M XpaHALIAsCS B KPUIITOCPEACTBAX WM MHBIX JOMOJIHUTEIBHBIX YCTPOMCTBaxX
KJIIo4ueBass MHGOpMaIMsi, COOTBETCTBYIOIIAs BBIBEACHHBIM M3 JCWCTBUS KPUNTOKIIOYAM;
XpaHslMecs: B KpUNTorpaduyecky 3alllMIIeHHOM BHUJE JaHHbIE CleNyeT MHepermudpoBaTh Ha
HOBBIX KPHIITOKIJIIOYAX.

3.22. Pa3oBble KIIIOUEBbIE HOCUTENM, a TAaKKe DIIEKTPOHHBIE 3aMUCH KIIOYEeBON MHGOpMAaIuH,
COOTBETCTBYIOIICH BBIBEJICHHBIM W3 JICUCTBUS  KPUIITOKIIOYAM, HEMOCPEACTBEHHO B
KPUIITOCPEICTBAX WJIM UHBIX JOMOJHUTENBHBIX YCTPOMCTBAX YHMUTOXKAIOTCS IMOJIb30BATEISIMU
3TUX KPUIITOCPEACTB CAMOCTOSTENBHO MO/ PACIIUCKY B TEXHUYECKOM (ammapaTHOM) sKypHaJe.

KinroueBble JOKYMEHTBl YHHUYTOXAIOTCA JUOO TMOJB30BATEISIMH  KPUIITOCPEIACTB, JIMOO
OTBETCTBEHHBIM I10JIb30BATENIEM KPUITOCPEACTB IO PACIUCKY B COOTBETCTBYIOILUX KypHaiax



MO3K3EMIUISIPHOTO y4yeTa, a YHUYTOXKEHHE OOJNBIIOr0 00BheMa KIFOYEBBIX JOKYMEHTOB MOXKET
ObITH OopmiieHO akTOM. [Ipu 3TOM MOIB30BATENSAM KPUIITOCPEACTB pa3peliaeTcsi YHUUTOKATh
TOJIbKO MCIOJIb30BaHHBIE HEMOCPEICTBEHHO UMM (IIpeAHA3HAYEHHBIE JIJIi HUX) KPUITOKIIIOYH.
[Tocne yHMYTOXKEHHS TIOJIB30BATENM KPUNTOCPEACTB JOJKHBI YBEJOMHTH 00 3TOM
(TenedoHOrpaMMOii, YCTHBIM COOOIICHHEM MO Tee(OHY U T.II.) OTBETCTBEHHOTO IMOJIb30BATES
KPUINITOCPE/ICTB VIS CIIMCAHUSI YHUUTOKEHHBIX IOKYMEHTOB C UX JIMLIEBBIX CUETOB.

VYHnuToXeHue 110 AKTYy IMIPOU3BOJUT KOMHCCHA B COCTABC HC MCHEC ABYX YCJIOBCK M3 YMCIIa JIMI,
JAOMYIICHHBIX K ITOJIB30BAHUIO KPUIITOCPCACTB. B akte YKa3bIBACTCA, YTO YHHUYTOKACTCA U B
KakoM KoymmdyecTBe. B KOHIE aKTa JO€J1a€TCsd HuTOoroBas 3alliuCh (I_[I/I(l)paMI/I u HpOHI/ICBIO) (6]
KOJIMYECTBE HAMMCHOBAaHHH U OK3CMIIIIPOB  YHHUYTOKACMBIX  KJIHOYCBBIX JOKYMCHTOB,
HHCTAJUTUPYIOIIUX KpHUIITOCPECACTBA Hocheneﬁ, BKCHHyaTaHI/IOHHOﬁ n TEXHHUYCSCKOU
JOKYMCHTAIUU. I/ICHpaBJIeHI/ISI B TCKCTC aKTa JOJI?’KHBI OBITh OrOBOPCHLBI U 3aBCPCHBI MOAIINCAMU
BCCX WICHOB KOMHCCHUH, IIPUHHUMABIINX Y4Y4aCTUC B YHHUYTOXCHUMU. O IIPpOBCACHHOM
YHUYTOXKCHHUU ACTAIOTCA OTMETKH B COOTBCTCTBYIOIHX XKXYpHalaX IMOSK3CMILIAPHOr'O yucTa.

3.23. KpunTokiitouu, B OTHOIIEHUH KOTOPBIX BO3HUKIIO MIOJJO3PEHNE B KOMIIPOMETAIUH, a TAKXKE
JIEMCTBYIOIME COBMECTHO C HUMU JPYTUe KPUITOKIIOUN HE0OXOAMMO HEMEUIEHHO BBIBECTH M3
JICHCTBHsI, €CIM HWHOM IOPSAOK HE OrOBOPEH B OKCIUIyaTallUOHHOM W TEXHUYECKOU
JOKYMEHTallMu K KpHUITOCpeACTBaM. B 4pe3BpluailHBIX ciy4asX, KOIZa OTCYTCTBYIOT
KPHUIITOKJIFOYH ISl 3aMEHBI CKOMIIPOMETUPOBAHHBIX, TOIIYCKAETCS 110 PEIICHUIO OTBETCTBEHHOTO
II0JIb30BATENsl ~ KPUITOCPEACTB  COIVIACOBAHHOMY  C  ONEPAaropoM,  HCIOJIb30BAHUE
CKOMIIDOMETUPOBAHHBIX  KpUITOKIOUEeH. B 3rom  ciiyqae mepuoj  MCHOJIB30BaHUS
CKOMITIPOMETHPOBAHHBIX KPUITOKIIOUEH J0JKEH ObITh MAaKCUMAJIbHO KOPOTKUM, a 3alluIIaeMas
uH(pOopMalns KaK MOXKHO MEHEe LIEHHOI.

3.24. O HapymeHHsX, KOTOpPblé MOTYT MPUBECTH K KOMIPOMETAIMH KPUNTOKIIOUEH, HX
COCTaBHBIX YacTe MM NepeJaBaBLIMXCA (XPaHALIUXCS) C UX MCIOIb30BAHUEM MEPCOHAIBHBIX
JTAHHBIX, TOJH30BATENIM KPUITOCPEACTB 005S3aHBI COOOIIATh OTBETCTBEHHOMY IOJIb30BATEIIO
KPUIITOCPENICTB | (KUJTN) OTlepaTopy.

OcMOTp KIIIOUEBBIX HOCUTENIEH MHOTOKPAaTHOTO HCIOJB30BaHUS MOCTOPOHHUMHU JIMIAMHU HE
ClIeNyeT pacCMaTpUBaTh KakK IOJO3PEHUE B KOMIIPOMETALMM KPUITOKIKYEH, €CIIH IPU dTOM
MCKJII0YaJIach BO3MOKHOCTb UX KOMUPOBAHUS (YTEHUSI, PA3MHOKEHU).

B clIydadx HEA0CTauu, HCIPCABbABICHUA KIFOYCBBIX JOKYMCHTOB, @ TAKXKEC HCOIMPEACITICHHOCTH
HX MCCTOHAXOXIACHUA MPUHUMAIKOTCA CPOYHBIC MEPBI K UX PO3BICKY.

3.25. Meponpuatusi M0 PO3bICKY M JIOKAJIW3AlUHM TOCIEACTBUA KOMIIPOMETAIMU KIHOUYEBBIX
JIOKYMEHTOB OpraHU3YEeT U OCYIIECTBIISET OMEepPaTop.

3.26. KitoueBble JOKYMEHTBI JUIsi KPUIITOCPEJICTB MM MCXOJHAs KitoueBas WHGpoOpMaius s
BBIPA0OTKH KJIIOUEBBIX TOKyMEHTOB n3rorasinupaotTcs ®Ch Poccun Ha 10roBopHON OCHOBE MU
aunamu, umeromuMy Jmnens3no @Ch Pocecnn Ha 1eATENbHOCTD 10 M3TOTOBJICHMIO KITFOUEBBIX
JIOKYMEHTOB JJIs1 KPUIITOCPEACTB.

M3roToBisATh KIHOYEBbIE JTOKYMEHTHI U3 MCXOIHOW KIIIOUEBOW MH(OPMAIMM MOTYT ONEpaTOphl
WIM OTBETCTBEHHBIC ITOJIb30BATENN KPUITOCPEACTB, IPUMEHSA IITATHBIE KPUITOCPEICTBA, €CIH
Takas BO3MOJKHOCTb IIPENyCMOTpPEHA OJKCIUIyaTallMOHHOM M TEXHUYECKOW JIOKYMEHTalUEeH K
KPUIITOCPEICTBAM.



4. Pa3MemieHue, cneuuajibHOe 000pyJdOBaHHe, OXPaHA W OPraHMU3alUsA peXuMa B
NOMelleHUsIX, I/le YCTAHOBJIEHbl KPUIITOCPEACTBA UJIU XPAHSATCH KJII0YeBble JOKYMEHTHI K
HUM

4.1. Pazmenienue, ciequaibHOe 000pyIOBAaHUE, OXPaHA U OPraHU3alMsl peXUMa B IOMELICHUSIX,
IJIe YCTAaHOBJICHBI KPHIITOCPEACTBA WIIM XPAHATCS KIIOYEBBIC IOKYMEHTHI K HHUM (janee -
PCKUMHEIC HOMGH.[GHI/HI), JOJDKHBI obecreynBaTh COXPAaHHOCTb IMCPCOHAJIBHBIX JaHHBIX,
KPHUIITOCPE/ICTB U KITFOYEBBIX JOKYMEHTOB K HUM.

[Ipu oOopynoBaHMM PpEXKUMHBIX TMOMENICHUA JOJKHBI BBIIOJHATHCS TpeOoBaHHS K
pa3MEIICHUI0, MOHTaXXY KPUIITOCPENICTB, a TAKXkKe APYroro o0opynoBanus, () yHKIIMOHUPYIOIIETO
C KPUNTOCPEICTBAMH.

HepetmcneHHme B HACTOAIIECM IIOKYMGHTG Tpe6OBaHI/I$[ K pe)KI/IMHI)IM IIOMCIICHUSAM MOFYT HC
NPEeIbSABIATHCSA, €CIAM O5TO MPEAYCMOTPEHO MpaBHJIaMU TOJB30BaHUS KPUNTOCPEICTBAMH,
coriracoBanubiMu ¢ @CB Poccumn.

4.2. PexuMHblE TIIOMEILEHUS BBIJEISIOT C YYETOM pa3MEPOB KOHTPOJIUPYEMBIX 30H,
pErIaMeHTUPOBAHHBIX SKCILTyaTallOHHON U TEXHUYECKOW JOKYMEHTalMeN K KpUITOCPEICTBAM.
ITomenieHus JOJKHBI UMETh IPOYHBIE BXOJHBIE IBEPU C 3aMKAMH, FapaHTUPYIOIIUMH HAJIEKHOE
3aKphITHE MOMEIEeHUH B Hepabouee BpeMs. OKHa MOMEILEHHH, pacioNoKeHHbIX Ha EPBbIX WIN
MIOCJIETHUAX ATaXKaX 3JaHMM, a TAKKE OKHA, HAXOISIIMECS OKOJIO MOYKAPHBIX JIECTHUL U JAPYTHUX
MECT, OTKyJa BO3MOXXHO IIPOHUKHOBEHUE B PEXKHMMHBIC IIOMELICHUSA I[OCTOPOHHUX JIHULL,
HEOO0X0MMO 000pY/ZOBaTh METAUIMYECKHMHU pEIIeTKAaMH WM CTaBHSAMH, WM OXPaHHOU
CUTHAIM3ALMEN, WM JPYTUMH CpPEICTBAMH, MPEMATCTBYIOIUMU HEKOHTPOIUPYEMOMY
IIPOHMKHOBEHUIO B PEKUMHBIE TIOMEILICHHUS.

4.3. Pa3menienue, crienimaibHOE 000pyA0OBaHUE, OXpaHa U OpraHU3alUsl PEKUMA B MOMEIIEHUIX
JOJKHBI UCKITIOYUTH BO3MOXKHOCTh HEKOHTPOJHPYEMOTO TMPOHUKHOBEHHS WM MPEObIBAaHUS B
HUX IMOCTOPOHHHX JIUI], @ TAKKEC IMPOCMOTPA MOCTOPOHHUMHU JIMIIAMU BEAYIIUXCA TaM pa60T.

4.4. PexxyiM OXpaHbI IOMEIICHHH, B TOM YHCIIe TIPaBHiIa JOMYCKa COTPYIHUKOB U IMOCETUTENEH B
pabouee u Hepabodee BpeMsi, YCTAaHABIMBAET OTBETCTBEHHBIN IMOJIH30BATEIh KPUIITOCPEICTB 10
COTJIACOBAaHUIO TPH HEOOXOJUMOCTH C OMEpPaTOPOM, B MOMEHICHHSIX KOTOPOTO YCTaHOBJIECHBI
KPUIITOCPEICTBA WUJIU XPAHSTCS KITIOUEBBIE IOKYMEHTHI K HUM. Y CTAHOBJICHHBIN PEXXUM OXPaHbI
JIOJDKEH TMpeaycMaTpuBaTh NEPUOJUYECKUN KOHTPOJIb 332 COCTOSIHUEM TEXHHUYECKUX CPEACTB
OXpaHbl, €CITM TAKOBBIE UMEIOTCSI, @ TAK)KE YUUTHIBATH MOJIOKECHHS HACTOSINX TpeOoBaHMiA.

4.5. JlBepu cHEHNOMENIEHUH [OJKHBI OBITh TOCTOSHHO 3aKpbITBI Ha 3aMOK M MOTYT
OTKPBIBATBHCS TOJIBKO JJII CAHKIIMOHUPOBAHHOI'O NIPOX0/1a COTPYAHUKOB U nocetureneil. Kioun
OT BXOJHBIX JBEped HYMEpPYIOT, YYUTBHIBAIOT M BBIJAIOT COTPYAHHMKAM, HMEIOIIMM IPaBo
JIONyCKa B PEKUMHBIE MOMEIIEHHs, MOJ PAaclMCKy B JKypHaje ydera XpaHuiauil. JlyOGiukarsl
KJIIOYE OT BXOJHBIX JIBEpEH TaKWX IMOMEIIEHWW CIIeyeT XpaHUTh B cedde omeparopa uiu
OTBETCTBEHHOTO T0JIb30BaTEIISl KPUIITOCPEACTBAMH.

4.6. Jlna mpenoTBpamieHus: MpoCMOTpa U3BHE PEKUMHBIX MOMEIICHUNH UX OKHA JIOJDKHBI OBITh
3allMILEHBI.

4.7. PexxriMHBIE TIOMEIICHHSI, KaK TIPABHIIIO, TOJKHBI OBITH OCHAIICHBI OXPAHHON CUTHAIM3AINCH,
CBSI3aHHOM €O CIYy)KOOM OXpaHbl 3MaHMsl WM ASKYPHBIM TIO oOpraHu3amnuu. McrnpaBHOCTH
CUTHANU3allMK TIEPUOANYECKH HEOOXOIMMO TIPOBEPSITh OTBETCTBEHHOMY IIOJH30BATEIIO



KPHUITOCPEICTB COBMECTHO C TPEACTABUTENIEM CIYXObl OXpaHbl WIM JEXKYPHBIM IO
OpraHMU3aly C OTMETKON B COOTBETCTBYIOIINX JKypHaIaXx.

4.8. Jlnsa XpaHeHUs KIIIOYEBBIX JOKYMEHTOB, dKCILTyaTallMOHHON U TEXHUYECKOW TOKYMEHTALUN,
MHCTAUTUPYIOIINX KPUITOCPEACTBA HOCHTENEH JOJDKHO OBITh MPEAYCMOTPEHO HEOO0XO0AMMOe
YHCJIO HAJCKHBIX METANIMYECKUX XPAHUINIL, 000PYIOBaHHBIX BHYTPEHHUMHU 3aMKaMH C ABYMs
IK3EMIUIIpAaMH KJIFOYed M KOJOBBIMH 3aMKaMHU WM TNPHCIIOCOOJCHUSMU JISi OINEYaThIBAHUS
3aMOYHBIX CKBaXMH. OIMH OK3EMIUIAp KIO4a OT XPAaHWIMINA JOJDKEH HAaXOAWUThCA Yy
COTPY/AHHKA, OTBETCTBEHHOTO 3a XpaHuiuile. J[yOauKaTsl KI04eld OT XpaHWIUIL COTPYIHUKU
XpaHAT B ceiipe OTBETCTBEHHOrO IOJIb30BaTeNsl KpumnrocpeacTB. JlyOaukar kmouya oOT
XPAaHWJIMILA OTBETCTBEHHOI'O I0JIb30BATENSl KPUIITOCPEACTB B ONEYAaTAHHON YNAKOBKE JOJKEH
OBbITh I€peIaH Ha XPaHEHHUE ONepaTopy MO PACIIUCKY B COOTBETCTBYIOILEM JKypHAJIE.

4.9. Ilo okoHYaHUM PAOOYEro JIHS PEKUMHOE IMOMEIIEHHE M YCTAaHOBJICHHbIE B HEM XpaHWIIUINA
JOJDKHBI OBITH 3aKpBIThl, XpaHWJIUIIA omnedaTaHbl. Haxopsimuecs B IMOJIb30BAHUU KIIIOYH OT
XpaHWIUIL TOJKHBI ObITh CAHbI O] PACIIUCKY B COOTBETCTBYIOLIEM JKYPHaIe OTBETCTBEHHOMY
[10JIb30BATENI0 KPUITOCPEACTB WU YIOJIHOMOUYEHHOMY (E€KYpPHOMY), KOTOpBIE XPAHAT 3TU
KJIFOYM B JINYHOM MJIHM CHIEIIMATIBHO BBIJCICHHOM XPAHUIHIIE.

Kiroun oT peXKMMHBIX ITOMEIICHUH, a TaK)Ke KII0Y OT XPaHWIINIIA, B KOTOPOM HAaXOAATCS KIIIOUU
OT BCEX JIPYTUX XPaHWIMIL PEXUMHOTO IIOMEILEHHs, B ONIEYaTAaHHOM BHJI€ JOJDKHBI OBITH ClIaHbI
IIOJT PAaCIMCKY B COOTBETCTBYIOIIEM KYPHAJIE CIIY)KObI OXpaHbI WJIH JEKYPHOMY IO OpraHU3aluu
OJIHOBPEMEHHO C IIepefjadyed IoJ OXpaHy CaMHUX pPEKHUMHBIX nomemeHuil. lledarn,
IIPEHA3HAYEHHbIE JUISI ONEYATHIBAHMS XPAHWINIL, JIOJDKHBI HAXOAMUTBCS Y II0JIb30BaTENEH
KPHUIITOCPEICTB, OTBETCTBEHHBIX 33 9TH XPaHUIIMILA.

4.10. IIpu yTpate KiIro4a OT XpaHWINILA WINA OT BXOAHON JBEPU B PEKMMHOE TOMELEHUE 3aMOK
HE0OXOMMO 3aMEHUTh WJIU MepeiesiaTh €ro CEKPEeT ¢ U3rOTOBJIEHUEM K HEMY HOBBIX KIIIOUEH C
JOKYMEHTaIbHBIM odopmiieHHeM. Eciau 3aMOK OT XpaHWJIMINA Mepesenarth HEBO3MOXKHO, TO
TaKo€ XpaHWINIIE HEoOXOAUMO 3aMeHUTh. [lopsAnoK XpaHEHHs] KIIOYEBBIX M JIPYIHX
JOKYMEHTOB B XpaHWIMILE, OT KOTOPOTO YTpadeH KIIOY, IO HM3MEHEHHUS CEKpeTa 3aMKa
YCTaHABJIMBAET ONEPaTOp UM OTBETCTBEHHBIN M0JIb30BATENh KPUIITOCPECTB.

4.11. B OOBIYHBIX YCIOBHUSIX PEKHUMHBIC TOMEIICHUS, HAXOJANIMECSs B HUX OINEYaTaHHBIC
XPaHUJIUIIA MOTYT OBITh BCKPBITHI TOJBKO MOJIB30BATESIMH KPUITOCPEICTB, OTBETCTBEHHBIM
MIOJIB30BATENEM KPUITOCPECTB NN OIIEPATOPOM.

[Ipu oOHapyK€HWM TMPU3HAKOB, YKA3bIBAIOIIMX HA BO3MOXXHOE HECAHKIMOHHPOBAHHOE
MIPOHUKHOBEHHE B ATH MOMEIICHUS W XPAHUJIUIIA TOCTOPOHHUX JIMI], O CIIYYMBIIEMCS JOJKHO
OBITH HEMEJIEHHO COOOIIEHO OTBETCTBEHHOMY IOJIH30BATEN0 KPUIITOCPEACTB MU OMEpaTopy.
[TpuOBIBIINIA OTBETCTBEHHBIN TOJIB30BATENh KPHUIITOCPEACTB JOJKEH OIEHUTh BO3MOXKHOCTH
KOMIIPOMETALUH XPAHALIMXCS KIFOUEBBIX U IPYTUX JOKYMEHTOB, COCTABUTh AKT U IIPUHATH IIPU
HEOOXOIMMOCTH MEpPHI K JIOKAJTU3AINH MTOCIECICTBHI KOMIIPOMETAIIUN TEPCOHAIBHBIX JTAHHBIX U
K 3aMEHE CKOMIIPOMETUPOBAHHBIX KPUIITOKIIIOUEH.

4.12. Pa3memieHne M MOHTaX KPHUNTOCPEACTB, a Takxke JAPYroro o00pyaoBaHHS,
(GYHKIIMOHUPYIOLIETO C KPUIITOCPEACTBAMM, B PEKHUMHBIX IMOMEIIEHUSAX TOJIKHBI CBECTH K
MUHUMYMY BO3MOKHOCTb HEKOHTPOJIMPYEMOIO JAOCTYyNa IOCTOPOHHMX JIMII K YKa3aHHBIM
cpeactBaM. TexHHYeckoe OOCIY)KMBAHHE TaKOro OOOpYIOBaHMS M CMEHA KpPUITOKIIOYEH
OCYILECTBIISIIOTCS B OTCYTCTBHE JIMLI, HE JOMYIICHHBIX K pab0Te ¢ JaHHBIMU KPHUIITOCPEICTBAMH.



Ha Bpemst oTcyTcTBUS TOJIBb30BaTENEH KPUIITOCPEICTB YKa3aHHOE 000pyNIOBaHUE MPU HAIWYUU
TE€XHUYECKOH BO3MOXHOCTH JOJDKHO OBITh BBIKIIFOUEHO, OTKJIIOYEHO OT JIMHUU CBSI3U U YOpaHO B
OII€YaThIBAEMbIE XpaHWIMIIA. B IIPOTHBHOM Cily4ae IO COIVIACOBAHHMIO C OTBETCTBEHHBIM
[I0JIb30BATEIEM KPHUIITOCPEICTB HEOOXOJMMO MPENyCMOTPETh OpPraHU3aLMOHHO-TEXHUUYECKUE
MEpBI, UCKIIFOYAIOIINE BO3ZMOKHOCTb MCIIOJIb30BaHU KPUIITOCPEICTB IOCTOPOHHUMU JIMLAMHU.



[Tpunoxenue 1
OCHOBHBIE TEPMUHBI 1 OITPEAEJIEHUSA

bnokupoBaHue nepcoHaNbHBIX AAHHBIX - BPEMEHHOE IpeKpalieHue cOopa, CUCTeMaTH3aluH,
HaKOILJICHUs, MCIIOJIb30BaHMsI, PACHPOCTPAHEHUs IEPCOHAIBHBIX JaHHBIX, B TOM YHUCIE HX
nepeaaym.

I[OCTYH K I/IH(l)OpMaI_II/II/I - BOBMOXHOCTbD ITOJIYYCHHUA I/IH(i)OpMaHI/II/I n €€ UCIIOJIb30BAaHMUA.

HNudopmaninonHasi cucrema - COBOKYIHOCTh cojepxaiieiics B 06a3ax JaHHBIX MHpOpMalUHU U
o0ecrieynBarOIUX ee 00padoTKy HH(POPMALIMOHHBIX TEXHOJIOTHNA U TEXHUYECKUX CPEJICTB.

WudopmanmonHass cucTeMa TMEPCOHAJBHBIX JAHHBIX - HWHPOPMALMOHHAS  CHCTEMA,
IpeCTaBIIsAIoIas COO0ON COBOKYITHOCTh EPCOHATIBHBIX JaHHBIX, COAEPKAIINXCS B 0a3e TaHHbIX,
a Taxke NHOOPMAIIMOHHBIX TEXHOJIOTHH U TEXHUYECKUX CPEICTB, MO3BOJISIONINX OCYIIECTBIISATH
00paboOTKy TaKHUX MEPCOHAIBHBIX JAaHHBIX C UCHOJIb30BAHUEM CPEJICTB aBTOMAaTH3alMU Win 0e3
UCIIOJI30BAaHUs TAKUX CPEACTB.

Kontponupyemass 30Ha - MPOCTPAaHCTBO, B Mpe/eiax KOTOPOro OCYILECTBIISETCS KOHTPOJIb 3a
npeObIBaHUEM U JEUCTBUSIMM JIUI] U (WJIM) TPAHCIOPTHBIX CPEACTB.

['panuneii KOHTPOIMPYEMON 30HBI MOXET ObITh: IEPUMETP OXpaHSAEMOW TEeppUTOpUU
npeanpusaTus (Y4pexaeHus), Orpaxaaroniie KOHCTPYKIIMM OXPaHsAeMOro 3/1aHus, OXpaHsieMoi
YaCTH 3/1aHUs, BBIJCICHHOIO TIOMELICHUSI.

Kon¢uaenumansHOCTh NEPCOHANBHBIX AAHHBIX - 00s3aTeNbHOE IS COOJIIOJIEHUSI OIepaTopoM
WJIY UHBIM MOJIYYUBIIMM JAOCTYH K MEPCOHAIBHBIM JaHHBIM JIMLIOM TpeOOBaHUE HE JOMyCKaTh UX
pacnpocTpaHeHusi 0e3 coryiacusi CyObeKTa NEepCOHAJIbHBIX JaHHBIX WU HaJIU4ds HHOTO
3aKOHHOI'O OCHOBAHUSI.

Kpuntocpencrtso - mmdposanbHoe (Kpunrorpadpuyeckoe) CpeicTBO, IpeIHa3HAYeHHOE s
3alUThl HH(GOpPMAILIUY, HE CO/IEepIKalllel CBEeICHHUM, COCTABIAIONINX TOCY1apCTBEHHYIO TaiiHy. B
YaCTHOCTH, K KpPHUITOCPEJACTBAM OTHOCATCS CpEACTBa KPHUNTOTPapUUecKOW  3aIIuThI
unpopmanuu (CK3U) - mudpoanbHble (kpunTorpapuueckue) CpeacTBa 3aluThl HHopMauu
C OrpaHWYEHHBIM JOCTYIIOM, HE COJEpKalleldl CBEIACHWH, COCTABISIONINX TOCYIapCTBEHHYIO
TalHy.

Mogenb HapymuTens - NPEANoNOKEHUS O BO3MOMXHOCTSIX HApYLIUTENs,, KOTOPblE OH MOKET
WCIIONIB30BaTh IS Pa3pabOTKM W TIPOBEICHMSI aTak, a TakXke 00 OrpaHWYeHUSX Ha OTH
BO3MO>KHOCTH.

Mogens Yrpo3 - Iep€uUCHb BO3MOKHBIX YI'pO3.

OOpaboTka NEepCOHANbHBIX AAHHBIX - JEHCTBUS (Omepalnuu) C TEePCOHATBHBIMHU JIAHHBIMU,
BKIIIOYasgs cOOp, CHUCTeMaTH3allMio, HaKOIUIEHHe, XpaHEeHue, YyTouHeHue (OOHOBIIEHHE,
W3MEHEHHUE), WCIOJIb30BaHME, pacrmpocTpaHeHrue (B TOM YHCIE Tepeaady), 00e3TuYuBaHue,
OJIOKMpPOBaHKE, YHUUTOXKEHHUE TIEPCOHANIBHBIX JTaHHBIX.

OO01menocTymHpIe MEPCOHATBHBIC JTaHHBIC - MEPCOHATbHBIC aHHBIC, JTOCTYI HEOTPAHUYCHHOTO
Kpyra JHI[ K KOTOPBIM MPEJOCTaBICH C COTjacusi CyObeKTa MEepPCOHATBHBIX NAaHHBIX WM Ha



KOTOpPhIE B COOTBETCTBUU C (peliepalibHBIMH 3aKOHAMU HE pacIpocTpaHseTcss TpeOoBaHUE
coOroieHHsT KOH(PUIECHITUATBHOCTH.

Omneparop - TocyIapCTBEHHBIH OpraH, MyHUIUIATBHBIA OpraH, I0pUANYECKOe WIN (HU3HYecKoe
JIMIIO, OPTraHU3YIONME U (MJIM) OCYIIECTBISIONME 00pabOTKy MEepPCOHANBHBIX JAaHHBIX, a TaKXKe
OIIpEICTISIONINE [ENTU U CO/IepKaHne 0OpaOOTKH MEPCOHANBHBIX JTAHHBIX.

[lepconanbHple nMaHHBIE - JI00as WHGOPMAILMSA, OTHOCSIIAsACAd K OINPEICICHHOMY HIIH
onpenensieMOMY Ha OCHOBAaHMM Takod uHpopMmauuu ¢Quznyeckomy nuny (CyOBEKTY
NepCOHAJILHBIX JaHHBIX), B TOM YUCIIE €ro (haMIIus, UMs, OTYECTBO, 'O, MECSII, 1aTa U MECTO
pOXKIEHUS, ajpec, CeMeiHOoe, COIMalIbHOE, MMYIIECTBCHHOE IOJIOXKEHHE, Oo0pa3oBaHHE,
npodeccus, 10Xoabl, Apyras HHPOPMAIHSL.

Ilonw3oBaTens - JIMIO, YYACTBYIHOIICC B JKCINIyaTallMW KPHUITOCPCACTBA WM HCIIOJIB3YIOIICC
PE3yJIbTaThl €0 (bYHKI_II/IOHI/IpOBaHI/ISI.

PacnpocTpaHeHne mepcOHaNbHBIX JAHHBIX - JIEHCTBUSA, HAIPaBJICHHBIE Ha Iepenady
NIEPCOHAIBHBIX JaHHBIX ONPEACICHHOMY KPYTy JIUIl (1Iepeaya MepcoHalbHbIX JaHHBIX) WIM Ha
O3HAKOMJICHHE C II€PCOHAJIBHBIMM JaHHBIMH HEOTPAaHMYEHHOIO Kpyra JIML, B TOM 4YHCIE
00HapoJ0BaHHE MEPCOHAIbHBIX JaHHBIX B CPEICTBAX MAacCOBOM MH(OpMAaLNU, pa3MELIEHUE B
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIX ~ CEeTAX MM  INpeAoCTaBlIeHHE JOoCTyna K
NEPCOHATBHBIM JJAHHBIM KaKUM-JTO0 HHBIM CIIOCOOOM.

Pexummnrie IMOMCIICHUA - MNOMCHICHUA, I'IC YCTAHOBJICHBI KPUIITOCPCACTBA HIIM XPAHATCA
KIIFOYCBBIC JOKYMCHTBI K HUM.

CpenctBo 3amuThl MHQOPMALMKM - TEXHUYECKOE, IPOrPaMMHOE CPEACTBO, BELIECTBO U (MJIM)
MaTepHal, peJHa3HaueHHbIE UM UCIIOIb3yeMBbIe IS 3aIIUThl HHPOPMAaLIUU.

IudposanbHble (kpuntorpadpuyeckre) cpecTBa - KpUITOCPEICTBA!

a) cpeacTBa muUGpoOBaHUs - anmapaTHbe, MPOrpaMMHbBIE U aNmapaTHO-MIPOrPaMMHBIE CPE/ICTBA,
CUCTEMBl M KOMIUIEKCHI, pean3yIollue alrOpUTMbl KPUOTOrpaduyecKkoro mnpeodpazoBaHuUs
uH(pOpMaIlMK U TIpeIHa3HaYeHHbIE JIJIS 3aIUThl HH(OPMAIlUU TP Tepeaade Mo KaHalaM CBS3H
U (WIK) I 3aIldThl HHPOPMALMK OT HECAHKIIMOHWPOBAHHOTO JIOCTYIA IMpHU €€ 00padoTke u
XpaHEHUH;

0) cpencTBa HMUTO3AIIMTHI - allllapaTHbIE, IPOrPaMMHBIE U aNapaTHO-IIPOrpaMMHBIE CPE/ICTBA,
CHUCTEMBl U KOMIUIEKCHI, PEaTU3YIOLIHe aJrOpUTMbl KpHUNTOrpaduyeckoro mpeodpa3oBaHus
uH(pOpMalMU U NpeAHa3HAYE€HHbIE JUISl 3aIUThI OT HaBsI3bIBAHUS JIOXKHOM MHOpMaINH;

B) CpeICTBa SJEKTPOHHON IMGPOBOM TMOINMUCH - amnmapaTHbIe, TPOTPAaMMHBIE U alapaTHO-
MpOrpaMMHBIE CPEACTBA, OOECIIEUMBAIONINE HA OCHOBE KpUMNTOrpaduuecKux mpeodpazoBaHUit
peanu3anuio XOoTsa Obl OJHOW W3 CilenyromuxXx (YHKIHA: CO3JaHWE AJICKTPOHHOW HH(pPOBOH
MOJAMUCH C HWCIONB30BAHHEM 3aKPBITOTO KITIOYA JJIEKTPOHHOW 1U(POBON  MOJIHUCH,
MOATBEPXKJIEHUE C HWCIOIB30BAaHUEM OTKPBITOTO KIIIOYa JJIEKTPOHHOW IHU(POBON moOaNUCH
MOJJTMHHOCTH 3JEKTPOHHOW HU(POBON TOAMUCH, CO3JAHHME 3aKPBITBIX U OTKPBITHIX KIIOUeH
3JICKTPOHHOU IU(PPOBOI MOANHCH;

I) CpelncTBa KOAMPOBAHUS - CPEJICTBA, PEATU3YIOMIHE AITOPUTMBI KPUITOTPAPUIECKOTO
npeoOpa3zoBanusi WHGOPMAIIMKU C BBIMOJTHEHUEM YacTH TMpeoOpa3oBaHMsl TYTEM PYUIHBIX
0H€paL[HI>'I HJIN C UCITIOJIb30BAHUCM ABTOMATU3UPOBAHHBIX CPCACTB HA OCHOBC TaKUX onepaunﬁ;



1) CPEACTBA M3TOTOBIICHUS KIIOYEBBIX JOKYMEHTOB (HE3aBHCHMO OT BHJIA HOCHUTENS KIFOYEBOU
uHpopmarun);

€) KJII0UeBbIe IOKYMEHTHI (HE3aBUCUMO OT BHJIa HOCUTEJS KJIIOUEBO HHPOpMALIHH).



JIMCT O3BHAKOMJIEHUSA
COTPYAHUKOB YTHIpaBJjieHHsI 00pa30BaHusi AIMUHHUCTPAIIUA
Typouakckoro paiiona

MO «Typouyakckuii paiion»

° D.1N.0. Pocnuces
n/n
1 UepenanoBa Haranbs CrenanoBHa
2 IlerpoBa Banentuna CepreeBHa
3 Kpemzep Onpra Hukonaesna
4 I{p1H Bepa BacnibeBHa
5 JHopodeeB Apkanuii BanepbeBuu
6 CanaraeBa Anekcanapa IOpreBHa
7 Jlornnosa Haranbs HukonaeBHa
8 [{ynpukoBa Hanexxna MuxaiisioBHa
9 benoseposa Esrenus [ puropreBHa
10 EnepexoBa Huna EBrenbeBHa
11 ®enyHosa FOnus AnapeeBHa
12 Cytraruna Annna HukosiaeBHa
13 NeneB Kuprmin AnekcanapoBud
14 I'pumkoBa Hanexaa boprucopHa
15 AknbbkaeBa EBrennst MuxaiiioBHa
16 Jlonmmna TaTesiHa AJleKCaHAPOBHA




